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a b s t r a c t

As wireless networks play an increasingly key role in everyday life, it is necessary to secure them
from radio frequency attacks, such as jamming, which are hard to detect, especially because they
may be easily mistaken for other network conditions. Within this challenging context, the paper
proposes a framework for jamming detection in drone networks, relying on a distributed approach
based on supervised machine learning techniques, namely, Multi-layer Perceptrons and Decision Trees.
Given a reference data packet trace set, our framework computes the features of some predefined
metrics, such as throughput, PDR and RSSI, which vary during a jamming attack, and that can
therefore be used to detect it. We evaluate our framework using datasets from publicly available
standardized jamming attack scenarios with IEEE 802.11p radio data, and via ns3-based simulation
datasets from networks of drones using WiFi. We show that the performance of the classifiers improves
as the sampling time of the packets decreases. We also show that the Multi-layer Perceptron can
be effectively generalized to achieve jamming detection accuracy superior to that of Decision Trees
even when applied to communication scenarios for which it has not been specifically trained. Our
proposed framework reaches a satisfactory accuracy level of 96%, while requiring low computational
and hardware capabilities, thus proving to be suitable for resource-constrained drone networks.

© 2021 Elsevier B.V. All rights reserved.
1. Introduction

The rapid evolution of the computational and sensory capabil-
ties of increasingly small devices has made the use of networks
f mobile small nodes, like Unmanned Aerial Vehicles (UAVs) or
rones, widespread and reasonably inexpensive. As flying devices
ithout humans on board drone networks are ideal for support-

ng strategic missions in which they are used for surveillance
nd intelligence operations and, if armed, also for offensive mis-
ions. In recent years drone networks have been also used to
ther areas of interest, spanning from civilian to commercial do-
ains, such as remote sensing, reconnaissance, search and rescue,
ommercial aerial surveillance, film-making, disaster relief, relay
ommunication, etc. [1–3].
Given the increasing deployment of these networks, it is crit-

cal to make them as secure as possible. There are numerous
hreats that undermine the security of drone networks and, more
enerally, of wireless networks. Some of these threats can be
ddressed through appropriately designed network architectures
nd routing protocols [3–7]. Existing security mechanisms ap-
lied to drone networks are based on cryptography to ensure
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message privacy and node authentication. However, there are
some attacks that, by their nature, cannot be addressed by con-
ventional security mechanisms and therefore need further de-
fense. Radio interference attacks, or jamming attacks, are a typical
example of these threats.

Drone networks, often called FANETs (for Flying Ad hoc Net-
works), are particularly subject to jamming, as drone in the
network communicate using wireless radio links, which are sub-
ject to interference. Jamming is considered the wireless version
of a Denial-of-Service (DoS) attack [8]: the attacker may damage
the operations of nodes within its radio range, preventing other
devices from communicating correctly. Although it is a well-
known problem in wireless networks, jamming is still an open
issue and to date there is no effective solution to this threat.

1.1. Research context and motivations

Many solutions have been proposed for reacting to jamming
attacks, such as frequency hopping [9,10] and channel hop-
ping [11]. Clearly, in order to react to a jamming attack, we must
detect it first. Unfortunately, this is not an easy task since there
is no single network parameter which, by itself, allows us to
recognize a jammed condition. Also, jamming makes it impossible
for the network nodes to communicate with each other. However,
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his can also happen due to other network conditions, such as
ongestion or non-malicious interference [12]. Therefore, it is
ecessary to combine more than one metric to ascertain whether
mpaired communication is due to jamming or not.

Most studies carried out on jamming concern general wire-
ess scenarios. Works focusing on jamming attacks on drone
etworks are lacking, arguably because detecting jamming in
hese networks is made even more challenging because of the
ature of drones themselves, namely, small devices, with limited
omputational resources and power consumption constraints.
To tackle this challenge, on-device Artificial Intelligence (AI)

an be applied, due to its communication efficiency. However,
urrent solutions relying on AI techniques follow a centralized
pproach [13–15]. This kind of solutions is not appropriate for
rone networks because of their highly mobile and decentralized
ature, their highly mobile nodes, low response times and power
onstraints.

.2. Objectives and contributions

Our purpose in this work is to present a new framework
or detecting jamming attacks in drone networks. We propose
distributed supervised learning-based on-device jamming at-

ack detection security framework that relies on an analysis of
etwork parameters whose combination can be a symptom of
amming. Particularly, we identify throughput, Packet Delivery
ate (PDR) and Received Signal Strength Indicators (RSSI) as
etrics that may noticeably vary when a jamming attack occurs,
nd whose combination can be therefore used to detect jamming.
We choose these features as attributes of the datasets used to

nduce our classification models, according to supervised machine
earning approaches.

The framework operates following two main steps:

1. given a set of packet traces, it extract a series of default
features;

2. once a value is assigned to each feature, it detects whether
jamming is occurring or not.

We propose a distributed solution, in which each node is
esponsible to detect its own jamming condition without relying
n any other network entity to discover if an attacker is jamming
t. The detection is performed through two machine learning (ML)
echniques which are Multi-layer Perceptron and Decision Tree
hose operations are detailed in Section 3.3.
We evaluate our framework with datasets from publicly avail-

ble standardized jamming attack scenarios by CRAWDAD [16],
nd analyze its applicability to drone networks also evaluating
ur framework with datasets generated through NS3 simulations.
hen, we analyze the obtained results, expressed in terms of
ccuracy values, which result in the capability to detect known
ttacks and more. In particular, we compare the two ML tech-
iques in various network communication settings verifying that
he Multi-layer Perceptron has a higher generalization capabil-
ty overcoming the Decision Tree (96% Vs 50%) in larger and
ore complex communication scenarios for which had not been

rained. Since our goal is not only to provide a framework that
s capable of jamming detection, but also to be used in the
ontext of drone networks, in the end we perform an analysis
f the required hardware resources, bearing in mind the limited
esources with which drones are generally equipped.

The rest of the paper is structured as follows. Section 2 in-
roduces background concepts about drone networks and jam-
ing attacks, and the main techniques known in literature to
ounteract it. In Section 3 we present our framework and its
unctionalities, highlighting the characteristics of the metrics on

hich it is based. We also provide some introductory concepts

2

on the machine learning techniques used in the paper. Results
from the performance evaluation of our framework is reported in
Section 4, comparing the performance obtained by using different
communication technologies and networks. Section 5 concludes
the paper and discusses future work directions.

2. Background and related works

This section presents the issues related to the emerging drone
networks technologies also presenting few schemes for jamming
classification, possible strategies for jamming detection and the
main jamming indicators useful to detect jamming attacks.

2.1. Drone networks: single-UAV and multi-UAV systems compari-
son

A drone network is a wireless system whose nodes can be
UAVs (Unmanned Aerial Vehicles), commonly known as flying
drones, consisting of unmanned flying devices, usually controlled
by a computer embedded on board, called Flight Computer Sys-
tem (FCS), via a pre-programmed software. Its early usage con-
sisted of single-UAV systems, which are networks with just one
drone, executing one or many tasks [17].

In single-UAV applications it is very simple to set up a commu-
nication environment, since all the ground nodes are linked to the
aerial node in a star topology network strategy and therefore they
can easily communicate with each other indirectly [18]. However,
these systems pose challenges in the peer-to-peer communica-
tion such as sending more data or expanding the communication
range, since if a drone flies outside the coverage of the ground
base, it loses connection. Furthermore, in order to carry powerful
processors, sensors and communication hardware, the drone of a
single-UAV system is generally huge and this can be dangerous
and expensive in case of failure.

Single-UAV systems have been in use for a long time, until
the spread of a trend toward miniaturization, from the 1990s,
has led to the development of small tools and equipment. Since
small drones have lower acquisition and maintenance costs, this
phenomenon has made them affordable to academics and even
hobbyists, allowing their use in other sectors besides the military
one [19]. With a smaller and lighter architecture, drones are
hard to detect and do not represent a real threat to human
life or the environment in which they move. Moreover, they
can be transported by hand without any support and can be
reused in different applications. However, the capability of a
mini-UAV is restricted by many aspects, such as power, sensing
and computation, and therefore these devices are designed to
be integrated into multi-UAV systems. Within a multi-UAV sys-
tem, drones must coordinate and collaborate, thus leading to the
creation of a system whose capabilities exceed those of a single
drone. Indeed, drone systems consisting of multiple small devices
can offer several advantages over the use of just one large, in
terms of cost, scalability, survivability, fault tolerance and other
aspects [20].

Multi-UAV systems allow to expand the area of interest of a
mission as well as to achieve goals faster, parallelizing individual
tasks. Moreover, the failure of one drone does not imply the
failure of the entire task, which can be carried out by the other
UAVs.

Ultimately, the many advantages offered by multi-UAV sys-
tems compared to single-UAV systems have the cost of greater
communication and coordination complexity.

The topologies of single-UAV and multi-UAV networks are
shown in Fig. 1, and the main differences between these systems

are summarized in Table 1.
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ingle-UAV, Multi-UAV systems comparison.

Single-UAV Multi-UAV

Size Large and heavy Small and light
Cost High Low
Portability Needs support Hand-carried
Dangerous High Low
Survivability Single drone life Fault tolerance
Scalability Low High
Multitasks capability Low High
Goal achievement time High Low
Complexity Low High

2.2. Jamming attacks

Jamming attacks are the equivalent of Internet Denial-of-
ervice (DoS) attacks for radio signals. In particular, jamming is
he act of disturbing radio (wireless) communications by causing
heir Signal-to-Interference-plus-Noise-Ratio (SINR) to decrease,
ypically transmitting on the same frequency and with the same
odulation as the signal to be disturbed.
To understand how jamming attacks work, it is important to

istinguish them from interference. Interferences are uninten-
ional forms of disruption, usually due to device malfunctions,
ccidentally caused; on the contrary, jamming attacks are con-
ucted by an attacker with the malicious intention to interrupt
r prevent legitimate communications in the network. A pictorial
epresentation of jamming is shown in Fig. 2.

Radio users also distinguish between intentional and unin-
tentional jamming. We talk about unintentional jamming when
a node transmits on a busy frequency without first checking
whether it is in use, or when it is not able to hear stations using
that frequency.

In general, attackers jam the ongoing transmissions via inject-
ing malicious signal to the wireless channel in use.

The entity – either a malicious or unintentional wireless device
– that launches such radio interference is referred to as jammer
or interferer.

In order to avoid the occurrence of unintentional jamming
phenomena, CSMA (Carrier Sense Multiple Access) is often used. It
is a media access control (MAC) protocol according to which each
node in the network, before transmitting on a shared medium,
verifies the absence of other traffic. This protocol by itself actually
is not enough to avoid collisions, and other mechanisms are
usually adopted. Some types of jammers, as explained below,
transmit without respecting the CSMA. We can define a jammer
as a device that does not comply to legitimate PHY or MAC
protocols and intentionally tries to hinder communications by

interfering with transmitter or receiver. w

3

Fig. 2. Pictorial representation of a jamming entity [21].

The effect of a jammer depends on several aspects, such as its
adio transmitter power, location and influence on the network
r the targeted node.
There are many ways in which a jammer may jam a wireless

etwork, among which it chooses the most effective one, and
here are also many different ways to classify them. Some divide
amming techniques in two main categories, which are noise
echniques and repeater techniques.

A detailed classification of jamming attacks, summarized in
ig. 3, among with a description of a jammer possible operating
odes is proposed in [22].
In our analysis we decided to focus on reactive jamming,

hich is more sophisticated compared to constant jamming. Re-
ctive jammers are considered the most critical adversarial threat
o compromise networks since they operate by injecting interfer-
ng signals only when target devices are transmitting. In particu-
ar, during reactive jamming, interference is only generated when
transmission is taking place over the network, staying quiet
hen the channel is idle, in contrast to constant jamming, which
onsists in a nonstop interference. This makes reactive jamming
ot only cost-effective for the jammer, but also more challenging
o detect, track and compensate.

In any case, the goal of a jammer is to interfere with legitimate
ireless communications, and it can achieve this by acting both
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Fig. 3. Types of Jammers in Wireless Networks [23].
n transmission and in reception, that is by preventing the source
ode from sending packets or the destination node from receive
egitimate packets.

.3. Related works

Several techniques are known in the literature for detecting
nd reacting to jamming attacks, as well as some metrics whose
alue can be symptomatic of the presence of a jammer in action.
learly, these techniques vary according to the type of jammer
onsidered and its characteristics. Also, as seen before, not all
amming attacks are equally difficult to detect. For example, since
eactive jammers are triggered only when packet transmission
ccurs over the network, they may be not so easily detected.
Once a jammer and the area in which it acts have been recog-

ized, the other nodes in the network can counter the attack by
edirecting traffic, changing channels or moving to a safe location.
ome well known techniques are channel hopping and frequency

hopping.
The channel hopping is the most popular countermeasure to

jamming and works particularly well in the case of proactive
jamming. It consists in continuously changing the communication
channel after a certain period of time.

The frequency hopping, instead, selects the frequencies con-
sidered ‘‘good’’ (not jammed) and, if anomalous interferences are
detected on those used, it changes the transmission frequencies.

In addition, many techniques can be combined, such as the
direct-sequence spread spectrum (DSSS) and the frequency-
hopping spread spectrum (FHSS) [24]. The DSSS uses a modula-
tion that makes the transmitted signal wider in bandwidth than
the information bandwidth [25]. In this way, the attacker detects
data signals as white noise and it is not able to identify the com-
munication radio band. The FHSS is used to avoid interference,
instead.

Game theory has also often been used to model jamming
attack scenarios. More specifically, the interaction between a
network node and a jammer can be formulated as a Stackelberg
game, in which the latter, acting as a follower, determines its
transmission power based on the action observed by the former,
which instead acts as a leader [26,27].

Almost all the studies carried out on jamming concern general
wireless scenarios, and the literature lacks work that focuses on
this attack in the specific context of drone networks, which is
even more challenging because of its characteristics.

However, it is worth considering that drone networks are
usually made up of small devices, with limited computational
resources and power consumption constraints.

Recently, on-device Artificial Intelligence (AI) has gained sig-
nificant notice thanks to its communication efficiency [28]. This is
an unexplored territory: very few works apply Machine Learning
for the detection of jamming attacks. In [13] an unsupervised
4

machine learning approach is proposed through the use of clus-
tering to detect jamming in the radio frequency communication
between two vehicles. A framework based on supervised machine
learning techniques for detecting jamming in optical networks
is presented in [15]. In [14] the use of Reinforcement Learn-
ing against jamming attacks is evaluated in a VANET, including
relying UAVs.

The success gained by Reinforcement Learning (RL) in the
decision-making problems has led to the application of Q-learning
(QL) to build anti-jamming wireless communications. According
to this approach, the jammer, base on the environment, chooses
its jamming action in order to maximize the reward [29]. This
is long-term cumulative reward, which is determined through a
series of time events. The Q-learning is a RL method, which can
learn the optimal strategy based on the long-term cumulative
reward with an end-to-end approach.

Although all these solutions take advantage of machine learn-
ing methods against jamming attacks, they rely on a centralized
approach, which is not suitable for UAV networks.

A centralized solution is impractical for several reasons: drones
have high mobility and may not always be in the communication
range of the ground station, and also they usually require an
immediate response. In addition, continuous communications to
a centralized system is not effective, since it can cause severe
power consumption [18].

3. Proposed framework

Detecting jamming attacks is a critical step toward building a
secure and reliable wireless network. This is not a simple task,
since a jammer can operate in several different ways; moreover,
we have to distinguish jamming attacks scenarios from other
legitimate network situations, such as congestion.

Jamming attacks detection can be implemented on dedicated
devices or in customized programs running on the communica-
tion devices themselves. Generally, the latter case is preferred,
since it involves lower costs.

In this section, we present a distributed solution, consisting
of a framework for jamming attacks detection to be executed on
each node of the network, whose objective is to indicate, starting
from raw packets, the presence or absence of jamming.

In particular, we examine the metrics that can be symptoms
of a jamming attack. We also present two supervised machine
learning techniques, and explain how they can be used within
a specific framework, combined to the chosen measures, for the
detection of jamming attacks in wireless networks. In particular
we used (i) a Multi-Layer Perceptron [30] (ii) and a Decision
Tree [31].

The considered scenarios are controlled, which means that the
network nodes have information on both sides of the communi-
cation in which they participate, transmitter and receiver.
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The framework was developed using Python 3.7.2 and its code
relies on the SciKit-Learn library to implement Machine Learning
techniques [32].

Since there is no publicly available dataset relating to jamming
attacks in drone networks, which is our problem of interest,
we used the trace set collected in a VANET communications
scenario [16], made available to the scientific community through
CRAWDAD [33], an archive that stores wireless trace data, as
already done in [34].

This decision is justified by the following reasons: (i) FANETs
(Flying Ad hoc NETworks) [18,35] are a subset of VANETs and
the two networks therefore share common characteristics; (ii)
communication takes place using the 802.11p protocol, which,
although meant for VANET, is perfectly suited to FANET, as ex-
plained in [36]; (iii) according to the Federal Aviation Administra-
tion, drones usually maintain the same altitude during their flight,
so the third dimension of the UAVs in a FANET can be considered
fixed.

3.1. Jamming indicators analysis

During a jamming attack, the value of some network param-
eters is generally subject to alterations and therefore they can
be used as jamming indicators. However, there are many papers
showing that there is no metric which is itself enough to conclude
that a jamming attack is in progress [37]. According to these
observations, we decided to analyze the combined effect of three
metrics, which are Throughput, PDR and RSSI.

Throughput. It is a measure used to quantify the actually used
transmission capacity of a telecommunication channel. Its value
is lower than that of the theoretical capacity, which expresses
the maximum transmission frequency at which data can travel.
Throughput is the amount of data transmitted in a unit of time;
therefore, it is usually expressed in bits per second (bit/s or bps),
and sometimes in data packets per second (p/s or pps).

Packet Delivery Ratio (PDR). It is defined as the ratio of the
number of packets successfully received by a destination node,
compared to the number of packets sent by a source node. If a
node does not receive any packet at all, the PDR is 0, however,
in order to estimate the PDR, an exchange of messages must take
place between the nodes of the network and, since a jamming
attack can be interrupted at any time, this exchange of messages
must be very frequent.

Received Signal Strength Indicator (RSSI). It is a measure of
the relative power present in a received radio signal in a wireless
network; thus, the greater the RSSI value, the stronger the signal.
Generally, the RSSI is not provided from the receiving device to
the user; however, IEEE 802.11-based devices make their RSSI
values available to the user.

The goal of a jamming attack is to downgrade the quality of
the channel surrounding a node, and therefore essentially reduce
the ability of the node to send or receive packets. These three
measures can undergo variations in both cases in which a jammer
attacks the sender, which may not be able to transmit, and when
it attacks the destination, which may not be able to receive
packets.

PDR is a central measure for detecting jamming attacks: it is
effective enough in distinguishing jamming scenarios, in which it
may assume very close to 0 values, from congestion scenarios,
in which it usually assumes lower values, but not so close to
0, as explained in [37]. However, it is not nearly as effective
at distinguishing other network dynamics that can downgrade
the PDR value just like a jamming attack would. This occurs for
example when the sender moves out of the communication range
of the receiver, or when its battery is discharged.
5

To address this question we rely on the results obtained by
Xu et al. [37], which show that an enhanced jammer detection,
able to differentiate between these two scenarios, can be achieved
by combining the values of PDR and Signal Strength (SS). In par-
ticular, they show that, in a normal interference-free scenario, a
high signal strength implies a high PDR and a low signal strength
implies a low PDR. On the other hand, if the PDR is low, the SS is
not necessarily low.

Two cases in which a node of the network X may have low PDR
values are the following: its neighboring nodes are down or the
node X is jammed. In the first case the SS values are also low, in
the second they are high. This signal strength consistency-based
consideration allows us to distinguish the two cases, and then
reduce the number of false positive.

This is what happens when the Reactive jammer is active
analyzed in [38]: a period of no reception, which means PDR=0,
starts and ends without any corresponding decrease or increase
of the RSSI.

In conclusion, there is no single network parameter that, by
itself, is enough to determine that a jamming attack is in progress;
therefore, it is preferred to combine multiple metrics rather than
develop detection techniques that focus exclusively on the values
of one of them [34,37].

3.2. Feature extraction

Since the dataset contains raw packets, a feature extraction
is necessary in order to proceed with the analysis. By feature
extraction, we mean the process of creating a new set of features
out of the original one, which came with the raw data. This is
done through some algorithm or transformation dependent on
the nature of the data.

First of all, the CRAWDAD dataset was analyzed and processed
in order to generate the dataset to be used during the classifier
training and setting phases.

The data relating to each communication in the CRAWDAD
trace set is stored in two files, respectively containing packets
sent by the transmitter node and packets received by the receiver
node. Since these two files are not synchronized, the packets
stored in one of them do not necessarily coincide with all and
only the packets stored in the other. Therefore, a first step of data
processing consists in identifying the packets, on the transmitter
and receiver side, belonging to the same time interval.

Each sender side tuple represents a packet which, among other
things, contains the sending time stamp, the protocol adopted
(C2X for data packets and MGM for signaling packets) and the
packet size (194 bytes for data packets, shorter lengths for sig-
naling packets). Each tuple on the receiver side includes the same
information, as well as the RSSI. A second step therefore consists
in filtering, on both sides, the data packets.

At this point, the remaining packets are divided among smaller
and fixed-size time windows, in order to aggregate the data of the
packets linked to each window in a single instance.

The basic idea is to compute, starting from the data associated
with a window, the minimum, maximum, average and standard
deviation values of Throughput, PDR and RSSI.

The instances extraction was done through a Python script
whose steps are summarized by Algorithm 1.

The resulting dataset is made up of 12 features, 4 for each
metric, plus the class label. Regarding the size of the windows, we
set it to values equal to 2, 3, 4, 5 s. For each of these values, two
datasets were produced: in one, the windows follow one another
without overlapping and each packet falls into only one of them;
in the other, there is a 50% overlap between each window and
the next. In conclusion, eight datasets were generated, overall.



C. Greco, P. Pace, S. Basagni et al. Applied Soft Computing 111 (2021) 107806

o
a

t
J
c

3

w

c
t
t
p
t

m
u
p
o
t
b
T
l
t
t
c
n
I
a
g
a
n

Algorithm 1: Instance Extraction
1 Input: Sent packets s_pck, received packets r_pck, window
size win_size

2 Output: A labeled instance
3 Identify packets from s_pck and r_pck falling within the
same time interval

4 Filter data packets
5 Split packets into win_size sized windows
6 for each window do
7 compute min, max, mean, dev_std Throughput
8 compute min, max, mean, dev_std PDR
9 compute min, max, mean, dev_std RSSI

10 associate label
11 end

Table 2
Class distribution.
Datasets

Window size Instances Normal Jamming

2 s 1085 310 775
2 s with overlap 2167 620 1547
3 s 715 204 511
3 s with overlap 1417 403 1014
4 s 530 151 379
4 s with overlap 1052 299 753
5 s 419 118 301
5 s with overlap 826 232 594

Table 2 shows for each of the generated datasets the number
f instances and how many of them are labeled as jamming
ttacks.
As we can see, the datasets are not balanced with respect

o the class label: the percentage of instances belonging to the
amming class is approximately 72%, while the Normal instances
onstitute the remaining 28%, in each dataset.

.3. Training and testing

The datasets obtained as explained in the previous section
ere used to train and evaluate the classifiers.
As classifiers we analyzed the behavior of Multi-Layer Per-

eptrons and Decision Trees, adopting the k-fold cross validation
echnique, with k = 5 to split the dataset into training set and
est set. The training set and test set generated at each step of this
rocess are balanced with respect to the distribution of labels in
he starting dataset.

An Artificial Neural Network (ANN) [39] is a computational
odel, inspired by the human brain’s neural network. It is made
p of layers of interconnected nodes, called neurons, which are
rocessing units, and adapts its own structure based on external
r internal information, that flows through the network during
he training phase. An ANN can have a variable number of layers,
ut it always has at least two: the input layer and the output layer.
he neurons that follow the input layer and precede the output
ayer are organized in hidden layers. The network receives signals
hrough its input layer, the nodes of which are connected with
he internal nodes, arranged on the various layers. Each node pro-
esses the received signals and transmits the result to subsequent
odes. The last layer of neurons constitutes the output layer.
n the construction of a neural network, neurons are assigned
n activation function, which defines the output of that node
iven an input. A feed-forward neural network, commonly called
feed-forward network, is an ANN where connections between

eurons do not form cycles, unlike recurrent neural networks.

6

Fig. 4. Multi-Layer Perceptron.

The simplest feed-forward network is the Single-Layer Perceptron
(SLP). A SLP consists only of an input layer and an output layer,
without any hidden layer. Each input neuron is connected to each
output neuron. In other words, this type of neural network has
a single layer that performs data processing, hence the name. A
feed-forward network having at least one hidden layer is called
a Multi-Layer Perceptron (MLP) [40]. Each layer has connections
coming from the previous layer and going to the next, therefore
the propagation of the signal occurs forward without cycles and
without transverse connections, as shown in Fig. 4.

In this case, we build a MLP with one single hidden layer,
consisting of three neurons. The network uses the rectified linear
unit function as activation function, which returns

f (x) = max(0, x).

A Decision Tree (DT) consists of a classification model, in
which each path from the root node to a leaf node represents
a conjunction of conditions that lead to the classification of an
instance. Each internal node represents a set of instances and de-
fines a split, that is a condition on a feature of the dataset, on the
basis of which the data is divided. Its branches represent possible
outcomes. The root node represents the set of all instances, while
the leaf nodes make up the class labels. The structure of a decision
three is shown in Fig. 5. A decision tree is built using learning
techniques starting from the initial data set, which is divided into
the two subsets we know: the training set, on the basis of which
the tree structure is created, and the test set, which is used to test
the accuracy of the predictive model thus created.

In order to define the split of each node, it is necessary to
identify, from time to time, the relevance and importance of each
of the attributes, thus place the most important as the basis of the
split test. Here we chose the Gini index as test split criteria. The
Gini index or Gini impurity is a statistical measure of distribution,
which measures the degree or probability of a particular variable
being wrongly classified when it is randomly chosen.

Formally, it is defined as:

Gini = 1 −

n∑
i=1

p2i

where pi is the probability of an object being classified to a
particular class.
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Fig. 5. Decision Tree.

While building the decision tree, we would prefer choosing the
feature with the least Gini index as the root node.

The process of extracting the dataset and building the classifier
is schematized in Fig. 6.a.

3.4. Jamming detection

Once the classifiers have been trained and tested offline, as
explained in the previous sections, they can be used in real-time.
The basic assumption is that the necessary information, which
is the trace data on both the transmitter and receiver sides, is
available on the node. The task is designed to collect traces for a
period of time equal to the chosen window size. The processing of
this data trace, which consists of the steps discussed above, leads
to one unlabeled instance, which is given as input to the classifier
selected among those available on the node.

The online operation of the framework is schematized in
Fig. 6.b.

4. Performance evaluation

In this section we analyze the quality of the proposed frame-
work and its applicability in a drone network scenario, testing the
various configurations and evaluating different indicators.

In particular, we tested the goodness of our proposal on differ-
ent tracesets coming out from both real and simulated commu-
nication scenarios, with the aim of investigating a wider range of
cases.

4.1. Basic concepts for model evaluation

In order to evaluate the model, we introduce some basic
concepts. Given a binary classification problem having as possible
outcomes Positive and Negative labels, we denote by:

• True Positive (TP) → an outcome correctly predicted by the
classifier as belonging to the Positive class;

• True Negative (TN) → an outcome correctly predicted by the
classifier as belonging to the Negative class;

• False Positive (FP) → an outcome incorrectly predicted by
the classifier as belonging to the Positive class;

• False Negative (FN) → an outcome incorrectly predicted by
the classifier as belonging to the Negative class;

These definitions above can be also generalized to non-binary
lassification problems. At this point, we denote by:

• Accuracy — the fraction of correctly classified instances
formally defined as Accuracy = (TP+TN)/(TP+TN+FP+FN)
7

• Precision — the fraction of correctly Positive classified in-
stances over all the Positive classified instances formally
defined as Precision = TP/(TP + FP)

• Recall— the fraction of correctly Positive classified instances
over all the correctly classified instances formally defined as
Recall = TP/(TP + FN)

• F-measure — the harmonic mean of precision and recall. It
is an accuracy metrics and, formally, it is defined as F =

2 · (Precision · Recall)/(Precision + Recall)

To evaluate the trained classifier, we compare the labels pre-
icted by it on the test set with the real ones, assigned by the
omain expert. In this way we obtain the TP, TN, FP and FN values
o be used to calculate the metrics. In the case of k-fold cross
alidation these measures are calculated as the average of their
alues obtained at each execution.

.2. Attacker model

We assume that, according to the configuration of the ex-
eriments set in the collection of data traces, the attacker is
reactive jammer. A reactive jammer aims to compromise the

eception of a message. Hence, it starts jamming only when it
bserves a network activity to occur on a certain channel [22].
herefore, in order to be active, it must first detect a transmitter
nd to be able to impair packet delivery, it must also generate
ufficient interference power at the receiver. This attack is less
nergy efficient than other jamming operating modes because it
as to constantly monitor the network to determine when it has
o transmit, but it is also much more difficult to detect.

The jammer generates a blind area, whose extension and in-
ensity may vary, and within which the communication between
he nodes is affected. Therefore, whether the nodes move in the
ame direction or toward each other (see Fig. 7), when they reach
he blind area, they may not be able to communicate so easily.

.3. Working with real datasets

The proposed framework has been tested using 8 different
atasets, which have been generated from tracesets [16], as a re-
ult of a feature extraction process. For sake of completeness, we
emark that the reference tracesets consists of IEEE 802.11p raw
ackets exchanged among nodes of a VANET, with and without
he presence of a jammer. The jammer can acts in two operation
odes, constant and reactive, and the traces were collected in
oth indoor and outdoor scenarios.
The analysis is conducted by highlighting the values of Accu-

acy, Precision, Recall and F-measure gained by several classifiers
perating in different network configurations.
In detail, we compare classifiers by varying: (i) the classifica-

ion algorithm, which can be a MLP or a Decision Tree; (ii) the
ataset used to fit the classifiers, which depends on the size of the
ime window, set at 2, 3, 4, 5 s, and the presence of overlapping
indows.
To evaluate the system performances with the aim of obtain-

ng meaningful statistical results [41], we made 10 replications,
epeating the test 10 times and averaging the obtained results;
oreover, we set the confidence interval level to 0.95 and we
xcluded the first seconds of the reference tracesets from the
tatistical error computation in order to verify the correctness of
he statistical analysis for the obtained results also reducing the
ystem’s transient effects.
In the following we analyze separately the quality of neural

etworks and decision trees, and then finally compare the two
odels.
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Fig. 6. (a) Offline operation of the framework (b) Online operation of the framework.
Fig. 7. Attacker Model.
.3.1. MLP evaluation
By looking at the results we make two main points. First, by

omparing each result obtained for the datasets with and without
verlapping for a fixed window size, we observe that models
nduced from the former achieve higher accuracy values. It may
e due to the fact that datasets with overlapping contain a greater
umber of instances. Also, we can observe that the performance
f the MLP classifier decreases as the size of the time window
ncreases. Fixed the number of nodes, we notice that datasets
aving window size = 2 s always perform better that those
aving window size = 5 s, in both with and without overlapping
ases. These results are shown in Fig. 8.a.
MLP classifiers reach precision values between about 70% and

5%, as shown in Fig. 8.b. This is a symptom of the presence
f False Positives in the classification. This is mostly due to the
mbalance of the datasets, which present a majority of instances
elonging to the Jamming class.
The recall values follow the same accuracy trend, as shown in

ig. 8.c where the classifiers trained on datasets with overlapped
indows perform better than their respective non-overlapped
nes and the performance worsens as the number of nodes
n the network increases. The best case is obtained by setting
indow size = 2 s with overlapping.
8

Usually, we refer to precision and recall separately when in
the problem addressed, reducing the number of False Positives
is more important than reducing that of False Negatives, or vice
versa.

In our case, however, minimizing the number of False Nega-
tives is important as reducing that of False Positives, since coun-
termeasures must be taken in response to the presence of jam-
ming. Therefore, we analyze the F-measure, which combines the
two measures, as defined in 4.1.

Also regarding the F-measure, we observe the same trend:
the performance of the classifiers worsens with the increasing
of the size of the time window. As seen before, datasets with
overlapping lead to a better behavior of the model.

In conclusion, by comparing all the accuracy values obtained
for all the possible window sizes, we can assert that accuracy
drops as the window size increase.

4.3.2. Decision tree evaluation
As in the previous case, we start by comparing the two cases

of maximum and minimum size of the time window.
The accuracy assessment on DTs is very similar to that made

for MLPs: it decreases as the size of the time window increase,

and the datasets with overlapping perform better than the others.
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t

owever, unlike what happens for MLP classifiers, the differences
etween the performances reached by the various decision trees
re slighter, as shown in Fig. 9.a. The same goes for the Precision
nd Recall values, and therefore for the F-measure, which reaches
5.36% for the dataset = 2sec with overlapping case, as shown in
ig. 9.c and 9.d respectively.

.3.3. Classifiers comparison
By comparing the results of MLP and DT we observe that the

atter achieves better results, in all the scenarios. However, we
an see the same trend followed by both the models, which can be
ummarized as follows: (i) the performances decrease as the size
f the time window increases; (ii) the datasets with overlapping
nduce more performing models than those without overlap.

Fig. 10 shows a comparison between the two models and the
ccuracy values that they reach in the best case scenario, which
s window size = 2 s with overlapping.

.4. Working with simulated scenarios

It is important to emphasize that in all the scenarios in which
he CRAWDAD dataset was collected, only two nodes, exchanging
EEE 802.11p packets, are involved in communication and there-
ore the network design does not take into account the possible
resence of other devices that transmit legitimately. Moreover,
hose nodes only move in two directions being terrestrial vehicles
nd not flying drones. These simplifications could constitute a
imitation and not a faithful representation of UAVs communi-
ations. However, according to the Federated Aviation Admin-
stration, Fact Sheet on Unmanned Aircraft Regulations [42] the
AVs usually maintain a fixed altitude because of which the third
imension of the UAVs in the FANET can be considered fixed.
herefore, given that no other standard UAV jamming attack
atasets are currently available, the jamming attack dataset in
he vehicular ad hoc network performs as the closest fit for the
umerical analysis and it can be used as a proof-of-concept for
amming detection in FANET.

By following the previous considerations, aiming at generat-
ng and studying more realistic drone network communication

cenarios to validate our proposal, we also simulated several

9

ns-3 [43] based Flying Ad hoc Network topologies with three-
dimensional mobility model in an ad hoc setting, communicating
over the WiFi physical standard 802.11n [44,45]. A jammer node
was introduced with reactive RF jamming signals which interferes
with the communication between UAV nodes playing the roles of
simple transmitters and an UAV equipped with long-range com-
munication technology playing the role of a receiver server node,
in the three-dimensional UAV ad hoc Gauss Markov mobility
model [46]. We extracted 15786 instances with 12 features each
consisting of PDR, RSSI, and Throughput considering a window
size of 2 s with overlapping.

Two network topologies were considered: linear and grid. The
linear scenarios consist of nodes arranged in a straight line, while
in the grid ones the transmitters surround the receiver, making
up each side of a square. As an example, this last configuration
can represent a real application scenario in which the receiver
drone can work as an edge gateway collecting the information
coming from the other neighboring drones in order to process
data locally at the edge or to forward data to a remote server
using long-range communication technologies. In any case, the
jammer is going after the receiver, in a follow-me pattern. All the
nodes are moving at similar speeds, between 25 and 35 km/h and
at an altitude between 5 and 10 m.

For each of the considered settings, the jammer was placed at
two different distances from the receiver in order to emulate two
types of attack: the closer it is, the stronger the attack.

Moreover, in order to test the proposed framework in different
channel conditions, we varied the average interference values
in terms of RSSI experienced by the drone acting as receiver.
In this way we could collect and analyze communication data
traces in which the effect of radio interference was considered.
In particular, according to the work in [47] and the selected
radio communication technology, we considered two opposite
channel conditions (i.e., good and poor) corresponding to mean
SSI values of ∼ −63 dBm and ∼ −88 dBm respectively; we also
ested intermediate conditions of low interference (∼ −74 dBm)
and medium interference (∼ −81 dBm). Table 3 summarizes the
main simulation parameters.

We started by analyzing three basic settings, which are shown
in Fig. 11: two linear, with one and two transmitting nodes re-

spectively, and a grid, with four transmitting nodes. In details, in
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Fig. 9. TREE performances for window size = 2 and 5 s — (a) Accuracy; (b) Precision; (c) Recall; (d) F-measure.
Fig. 10. MLP/DT Accuracy comparison for window size = 2 s with overlapping.

order to emulate a fairly effective attack, the jammer was placed
at 5 m and at 20 m in the linear scenario with one transmitter, at
20 m and at 50 m in the linear scenario with two jammers, and
at 30 m and at 80 m in the grid scenario with four transmitters.

Later, we generated some more complex settings, still follow-
ing the linear and grid network topologies, but with a larger
number of transmitters: linear with 4 transmitters, linear with 8
transmitters, linear with 10 transmitters, grid with 8 transmitters,
and grid with 10 transmitters.
10
Table 3
Simulation parameters.
Parameter Value

Drones speed [25 km/h–35 km/h]
uniformly distributed

Drones height [5 m–10 m]
uniformly distributed

Flying time 5 min
Radio propagation model Friis
Communication technology IEEE 802.11n
Average receiver interference high, medium, low
Data rate 90 packets/s
Jamming type Reactive
Windows size 2 s with overlapping

4.4.1. Results
In this section we present the results obtained throughout the

simulations in terms of classifiers accuracy.
First of all, we generated several datasets collecting the pack-

ets exchanged among nodes in each of the previously depicted
basic scenarios, and we used them to build a series of classi-
fiers, whose accuracy values are shown in Table 4. It is worth
to note that, in these basic scenarios, the DT classifiers always
achieves better performances compared to the MLPs, regardless
of the interference and jamming levels. Afterward, we combined
the datasets related to the same scenario obtaining three new
datasets comprising of different interference and jamming levels,
and we trained new DTs and MLPs on these datasets. Then, these
three datasets were merged into a single one, which we used to
train two new classifiers: a DT and a MLP, reaching an accuracy
of 93% and 86.7% respectively. These two classifiers were tested
on several datasets corresponding to both the basic and more
complex scenarios, aiming at making more general the conducted
study. The resulting accuracy values are listed in Table 5.

By comparing the performances of the classifiers on each
dataset individually, we can observe that DT performs better than
MLP only for those datasets used to build the classifiers. In other
words, MLP seems to be more capable of generalization, achieving
higher accuracy values than DT when the testset is not included

in the initial dataset.
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able 4
ecision Tree (DT) and Multi Layer Perceptron (MLP) accuracy in reference
ommunication scenarios.
Communication Interference Jamming Accuracy

scenario level level DT MLP

Linear-1Tx

None Low 0,9 0,87
High 0,94 0,93

Low Low 0,87 0,85
High 0,92 0,91

Medium Low 0,81 0,79
High 0,87 0,85

High Low 0,71 0,67
High 0,76 0,74

Linear-2Tx

None Low 1 0,52
High 1 0,51

Low Low 0,93 0,53
High 0,92 0,507

Medium Low 0,91 0,52
High 0,9 0,51

High Low 0,98 0,505
High 0,976 0,5

Grid-4Tx

None Low 0,998 0,73
High 1 0,75

Low Low 0,998 0,73
High 0,998 0,81

Medium Low 0,998 0,75
High 0,998 0,79

High Low 0,998 0,75
High 0,998 0,83

Table 5
Accuracy of trained classifiers on new and more complex communication
scenarios.
Linear scenarios DT MLP Grid scenarios DT MLP

1Tx 0.85 0.82 4Tx 1 0.94
2Tx 0.92 0.80 8Tx 0.5 0.9
4Tx 0.9 0.95 10Tx 0.5 0.96
8Tx 0.5 0.79 Training Set 0.93 0.8610Tx 0.36 0.92 Linear 1Tx +2Tx +Grid 4Tx

4.5. Framework execution time and memory occupation

The proposed framework allows to perform a jamming attack
etection activity in wireless drone networks.
Since our goal is to integrate it into a multi-UAV system having

imited computing powers, we carried out an analysis in terms
11
Table 6
Online execution times of MLP and DT.
Window size MLP [s] DT [s]

2 s 0.399 0.378
3 s 0.392 0.381
4 s 0.383 0.376
5 s 0.401 0.390

of execution time and memory occupation in order to verify the
feasible implementation of the framework.

The framework has been tested on a constrained device such
as the Raspberry Pi 3, whose main hardware characteristics are:

• CPU: 4×ARM Cortex-A53, 1.2 GHz
• GPU: Broadcom VideoCore IV
• RAM: 1GB LPDDR2 (900 MHz)
• Bluetooth: Bluetooth 4.1 Classic, Bluetooth Low Energy

These features are supported by most commercial drones, so
it is realistic to think that the framework can also run on other
UAVs having similar computing power.

By executing the framework we discovered that the memory
space occupied by an MLP varies between 10256 and 16552 bytes.
An instance of the Decision Tree occupies 2192 bytes, instead.

We also observed a time execution which ranges between
0.378 s and 0.4 s The exact values are listed in Table 6. Clearly, this
time refers to the online execution of the framework, that is to
the actual detection activity, while the offline one varies between
5.02 s and 7.5 s for the MLP, and between 0.44 s and 0.8 s for the
DT.

Ideally, execution times should vary according to the size of
the window: the wider the window, the greater the number of
traces that fall within it. This, however, is not true in the case
of possible interference or jamming: during an attack, in a 5 s
window no packet could be sent (or received), while, in normal
conditions, in a 2 s windowmuch more data could be transmitted.

In conclusion we verified that Off-the-Shelf flying drones such
as the Intel Aero Ready-to-Fly [48] have hardware features that
xceed those listed above, with a 2.4 GHz Quad Core CPU and 4GB
f RAM; thus, these devices are easily able to run the framework
ven shorter times.

. Conclusions

Due to the shared nature of the communication medium,
ireless networks are subject to various radio frequency attacks,
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uch as jamming. However, many of the existent solutions are
ot suitable for the context of specific wireless networks, such
s drone networks, whose nodes are highly mobile and usually
ave limited computational capabilities and energy resources. For
hese reasons we designed a specific framework for jamming de-
ection by developing and training two different machine learning
echniques (DT and MLP) using datasets coming from both real
nd simulated communication scenarios. Although both the de-
igned classifiers obtain good performance in terms of jamming
etection accuracy, we verified that the MLP is more effective
han the DT when applied to communication scenarios for which
t has not been trained. Finally, we note that given its execution
imes and hardware requirements our proposed framework is
uitable for most off-the-shelf aerial drones, which are in need
f swift decisions and are resource constrained.
Future works will be focused on the integration of the pro-

osed framework within a wider routing protocol framework for
rone networks, such as in [49], to make the drone network safer.
e also intend to analyze other types of jamming attacks and

xtend the framework to more complex network scenarios with
ultiple transmitters, receivers, and jammers. Other jamming
trategies can be simulated once again by using NS3, which
eside reactive allows to model and implement constant, random,
nd eavesdropper jammers working in different communication
onditions. Even though some jamming strategies are easier to
etect, such as constant jamming, this is still a challenging task
ecause, similarly to the presented analysis, further communica-
ion topologies and specific network scenarios need to be tested
ith the aim of designing a more general detection strategy
o best discern jamming attacks from other legitimate network
ituations, such as congestion or standard channel interference.
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