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1. MOTIVATION
Opportunistic Routing(OR) [1] is a new routing paradigm

for improving throughput in lossy wireless mesh networks
(WMNs). In OR, a set of nodes in abelt around a rout-
ing path (i.e., the forwarding nodes or FNs) collaboratively
forward packets from the source to the destination. A major
challenge in OR is how the FNs coordinate to avoid spurious
retransmissions which waste bandwidth.

Recently, [2] showed that the use ofrandom intra-flow
network coding(NC) can address this challenge in a sim-
ple and efficient manner. With NC, the source sends ran-
dom linear combinations of packets, and each router also
randomly mixes packets it already has received before for-
warding them. Random mixing at each router ensures that
with high probability different nodes that may have heard
the same packet can still transmit linearly independent coded
packets. However, the use of NC introduces a new chal-
lenge:How many coded packets should each forwarder trans-
mit?

We illustrate this challenge, with the example of Figure 1.
The sourceS has three downstream FNsA, B, C and three
innovative packetsX1, X2, andX3 to send. Instead of trans-
mitting the native packets,S transmits three coded packets
X1 + X2 + X3, 3X1 + X2 + 2X3, andX1 + 2X2 + 3X3

in sequence, denoted by the corresponding coding vectors
(1, 1, 1), (3, 1, 2), and(1, 2, 3). Assume that coded packet
(1, 1, 1) is received byC, and packets(3, 1, 2) and(1, 2, 3)
are received byA and by{A, B}, respectively. The down-
stream FNsA, B, C have received a sufficient amount of
innovative packets; collectively, they can now act as the new
source, and the original sourceS should stop transmission.
However, it is a non-trivial task forS to know whether its
downstream FNs have accumulated a sufficient amount of
innovative packets.

The same challenge exists for the intermediate FNA. Af-
ter transmitting a useful coded packet(4, 3, 5), which is re-
ceived by FNC, A has to decide whether it should continue
or stop sending coded packets. Furthermore,A has limited
knowledge about the reception status of the three packets
transmitted byS (e.g.,A may not know thatC has received
(1, 1, 1) from S), which makes the decision of whether to
stop transmission even harder forA than for the sourceS.

To address the challenge in a simple manner, and to mini-
mize the control overhead, recently proposed NC-based OR

Figure 1: Illustration of the importance of knowing how
many coded packets to transmit.

protocols (e.g., [2, 5]) useoffline heuristicsbased on link
loss ratesand the ETX metric. The drawback of these ap-
proaches is that performance heavily depends on the accu-
racy and freshness of the loss rate measurements. Loss rate
estimates are obtained through periodic probing and are prop-
agated from all nodes to the source. Apparently, the higher
the probing frequency, the higher the accuracy, but also the
higher the overhead.

To reduce this overhead, the authors in [2] collect the loss
rates only in the beginning of each experiment. In prac-
tice, this suggests that loss rate measurements should be per-
formed rather infrequently. Unfortunately, recent WMN stud-
ies [3, 4] have shown that, although link metrics remain
relatively stable for long intervals in a quiet network, they
are very sensitive to background traffic, resulting in over-or
underestimation of the amount of packet every FN should
transmit. Overestimation causes redundant transmissions,
which waste wireless bandwidth. Underestimation may have
even worse impact, since nodes may not transmit enough
packets to allow the destination to decode a batch. This mo-
tivates the need for a new approach,obliviousto loss rates.

In this work, we propose CCACK, a new efficient NC-
based OR protocol. FNs in CCACK decide how many pack-
ets to transmit in anonlinefashion, and this decision is com-
pletelyoblivious to link loss rates. This is achieved through
a novelCumulativeCodedACK nowledgment scheme that
allows nodes to acknowledge network coded traffic to their
upstream nodes in a simple and efficient way, with practi-
cally zero overhead. Coded feedback in CCACK is not re-
quired strictly on a per-packet basis; this makes the protocol
resilient to individual packet loss and significantly reduces
its complexity.

2. A SIMPLE CODED FEEDBACK SCHEME
Coded feedback has been used in the past in a different

context; in [6], a null-space-based (NSB) coded feedback
scheme is used to enhance the reliability of an NC-based
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(a) NSB Feedback
for unreliable mul-
ticast.

(b) The false posi-
tive error of the NSB
feedback.

(c) NSB Feedback for
reliable unicast OR.

Figure 2: Null-Space-Based (NSB) feedback for unre-
liable multicast, the corresponding false positive event,
and proposed NSB feedback for reliable unicast OR.

multicast protocol for multimedia applications in mobile ad
hoc networks. Take Figure 2(a) for example. A batch of 3
packets are coded together and nodesA, B, andC act as
FNs, forwarding network coding traffic towards the mem-
bers of a multicast group. LetBv denote the buffer con-
taining the innovative coding vectors received byA (which
contains two vectors(1, 2, 2) and(1, 1, 1) in Figure 2(a)).

SinceA has received fewer than 3 innovative packets, it
informs its neighbor nodes that it needs more packets by ap-
pending to each coded packet a vectorzA satisfying

zA · v = 0, ∀v ∈ Bv. (1)

When nodeB (resp.C) overhears a packet fromA, it sim-
ply needs to compute the inner product of its own innovative
vectors withzA. Suppose thatzA is chosen as(0, 1,−1).
Since(0, 1,−1) · (1, 2, 3) = −1 6= 0, nodeB must contain
an innovative packet forA. B can broadcast its innovative
packet and onceA receives it,A will be able to decode the
entire batch.
Problem 1: The collective space problem.Take Figure 1
for example. Based on the NSB concept,B and C send
zB = (1, 1,−1) andzC = (−2, 1, 1), respectively, that are
orthogonal to their local innovative vectors. WhenA checks
the inner product of the coded feedback and its own innova-
tive packets, we have:

zB · (3, 1, 2) = 2 6= 0 andzC · (3, 1, 2) = −3 6= 0.

ThereforeA thinks that the coding vector(3, 1, 2) is innova-
tive to both its downstream nodes and thus continues trans-
mission even when collectivelyB and C have had enough
information already.

This misjudgment is caused by that the NSB coded feed-
back does not convey the collective space of all downstream
nodes but only the space relationship between the individ-
ual pairs (i.e.,A vs. B andA vs. C). Indeed, each node in
the flooding-based multicast protocol in [6] tries to receive
(and forward) as many coded packets of a batch as possible;
there is no notion of a set of nodes collectively receiving and
forwarding information, unlike in unicast OR. Therefore, if
we apply the NSB coded feedback of [6] to unicast OR,A

will not stop transmission until one of its downstream nodes
has a local knowledge space that covers the local knowledge
space ofA. This defeats the purpose of OR.
Problem 2: Non-negligible false-positive probability.Take
Figure 2(b) for example. NodeA would like to send two

packets to nodeB and a network coded packet has been re-
ceived byB already.B sends an orthogonal vectorzB satis-
fying (1), which is randomly chosen to be any vector of the
form zB = (4x, 4y,−2x − 3y). Suppose thatB happens
to choosezB = (4,−8, 4). SincezB is orthogonal to all
the innovative vectors ofA, A will wrongfully imply that the
knowledge space ofB covers the local knowledge space of
A. A thus attempts no further transmission.Although the
probability of such a false positive event is small, its impact
to the system performance is significant. The reason is that
in a multi-hop transmission, any single hop that experiences
this false positive event will cause an upstream node to stop
transmission prematurely. The communication chain is thus
broken and the destination may not be able to receive enough
independent packets to decode the current batch.

3. CCACK DESIGN
We now describe the design of our proposed CCACK pro-

tocol. Central to the design of CCACK is a novel cumulative
coded feedback scheme for NC-based OR that addresses the
two problems of the simple scheme in [6].

CCACK Overview. Nodes in CCACK maintain per flow
state, which includes three buffers: a packet bufferBv and
two coding vector buffersBu andBw. The source and the
FNs broadcast randomly mixed packets and store the coding
vectors (coding coefficients) of these packets inBw. When-
ever a node overhears a packet, the node first checks whether
the packet is innovative by comparing the coding vector to
those of the existing packets inBv. If innovative, the newly
received packet is stored inBv. Regardless being innova-
tive or not, the node also checks whether the newly received
packet is from an upstream node. If yes, then it stores the
forward coding vector inBu.

Each coding vector inBu andBw can be marked asH
(heard by a downstream node) or¬H (not heard). A vector
is marked as¬H when initially is inserted in either of the
two buffers, since the node has no information at that time
whether any downstream node has heard the packet or not.

Similar to [6], nodes in CCACK embed an additionalACK
vector in the header of each coded data packet to report a
subset of the packets (or coding vectors) they have received
(heard) in the past from their upstream nodes. Upstream
nodes mark vectors inBu andBw asH, using the inner prod-
uct of these vectors and the ACK vectors they receive from
downstream nodes, as described in the following.

Solving the collective-space problem.In contrast to [6],
nodes in CCACK construct the ACK coding vectors using
all the forward coding vectors stored inBu, and not only the
innovative vectors stored inBv. Also, when a node over-
hears a packet from a downstream node, it uses the ACK
coding vector of that packet to decide whetherany of the
coding vectors inBu ∪ Bw, instead of inBv, are heard by
the downstream node.

Nodes keep checking the rank of theBu andBw vectors
marked asH. When this rank becomes equal to the rank of
innovative packets inBv for a nodeA, A will stop transmit-
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ting either temporarily, until it receives another innovative
packet, or permanently if the rank of theBv vectors is al-
ready equal toN . In both cases, the downstream nodes have
received a sufficient number of packets that cover the inno-
vative packets ofA from the knowledge space perspective.

Focusing onBu andBw vectors instead ofBv, this new
structure solves the collective-space problem of the NSB
coded feedback. Continue our example in Fig. 2(c). For
nodeA, Bu contains the received coding vectors(1, 2, 3)
and(3, 1, 2) whileBw contains the transmitted vector(4, 3, 5).
Suppose we reuse the NSB coded feedback for nodesB and
C. Then by checking inner products withzB and zC , A

knows that the(1, 2, 3) ∈ Bu and(4, 3, 5) ∈ Bw have been
received. Since the rank of(1, 2, 3) and(4, 3, 5) is the same
as the rank ofBv vectors,A stops transmission.

Solving the false positive problem.We now describe our
new ACK design that reduces the false-positive probability

from 1

28 (in [6]) to
(

1

28

)M
for any integerM ≥ 1.

Each node maintainsM differentN × N diagonalhash
matricesH1 to HM whereN = 32 is the batch size and
each entry of the diagonal of the matrix is randomly chosen
from GF (28). All nodes in the network are aware of the
H1 to HM matrices of the other nodes. This is achieved
by using the ID of a node as a seed to generate theH1 to
HM matrices. Nodes construct the ACK vectors using the
following algorithm:

§ CONSTRUCT THEACK VECTOR

1: Start from a0 × N matrix∆.
2: while The number of rows of∆ ≤ N − 1 − M do
3: Choose randomly one vectoru ∈ Bu.
4: for j = 1 to M do
5: if the1×N row vectoruHj is linearly independent

to the row space of∆ then
6: Add uHj to ∆.
7: Perform row-based Gaussian elimination to keep

∆ in a row-echelon form.
8: end if
9: end for

10: end while
11: Choose randomly the coding coefficientsc1 to cN such

that the following matrix equation is satisfied:

∆(c1, · · · , cN)T = (0, · · · , 0)T.

12: Use the vector(c1, · · · , cN ) as the ACK vector.

When a node overhears a packet with an ACK vectorz

from a downstream node, it uses the inner product to check
all its vectors inBu andBw and decides whether any of them
has been heard by the downstream node. More explicitly, a
vectoru ∈ Bu (or Bw) is markedH if and only if u passes
all the followingM different tests(one for eachHj):

∀j = 1, · · · , M, uHjzT = 0, (2)

whereH1 to HM are the hash matrices of the downstream
node of interest. It is easy to show that for any vectoru ∈
Bu ∪Bw that does not belong in to the linear space spanned
by the vectors selected by the downstream node, the proba-

(a) Throughput comparison. (b) Fairness comparison.

Figure 3: Performance comparison between CCACK
and MORE with different number of flows.
bility to pass allM tests is

(

1

28

)M
. In our implementation,

we usedM = 4, which gives a false positive probability of
2.33 × 10−10.

4. EVALUATION
We conducted a preliminary evaluation of CCACK’s per-

formance and compared it against MORE using the Glo-
mosim simulator. We simulated a network of 50 static nodes
placed randomly in a1000m × 1000m area. TheTwoRay
propagation model was used and combined with the Rayleigh
fading model to make the simulations realistic.

Figure 3(a) plots the CDF of the relative per-flow through-
put improvement of CCACK over MORE and Figure 3(b)
plots the CDF of per-scenario relative improvement to Jain’s
Fairness Index (FI) with CCACK over MORE, with 2, 3,
and 4 flows, for 70 different scenarios. CCACK signifi-
cantly improves throughput over MORE; the median im-
provement is 33% with 1 and 2 flows, 55% with 3 flows, and
62% with 4 flows. In addition, CCACK improves fairness
in more scenarios as the number of flows increases: 40% of
the 2-flow, 65% of the 3-flow, and 72% of the 4-flow sce-
narios. By quickly and accurately stopping transmissions at
nodes whose downstream nodes have collectively received a
sufficient number of packets, CCACK particularly benefits
challenged scenarios, where flows completely starve with
MORE, offering throughput gains up to 4x, 3.7x, 8.1x, and
20.4x, in the 1-flow, 2-flow, 3-flow, and 4-flow case, respec-
tively, and FI improvements up to 74% and 124% with 3
flows, and 4 flows, respectively.

Although CCACK incurs a higher coding overhead than
MORE, since routers have to perform additional operations
when transmitting/receiving a packet, we note that all these
additional operations are performed onN -byte vectorsin-
stead of the wholeK-bytepayload. Therefore, in practical
settings (e.g., withN = 32 andK = 1500), the coding
overhead of CCACK is expected to be comparable to that of
MORE, which makes the protocol easily deployable.
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