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Abstract—In the Internet of Things (IoT) localization of objects
is crucial for both information delivery and support of context-
aware services. Unfortunately, the huge number of mobile objects
which will be included in the IoT can result in a significant
amount of signaling traffic for the purpose of location discovery
and update. The major contributions of this paper are based on
a simple evidence: in most IoT scenarios several objects move
together as they are carried by a human or a vehicle, i.e., a
phenomenon that we refer to as object group mobility (OGM)
naturally emerges. OGM can be exploited to reduce signaling
traffic and to improve the accuracy of object localization. More
specifically, in this paper: i) we introduce the OGM concept
and explain how, by means of a collective agent representing
a group of objects as whole, it is possible to reduce signaling
traffic and improve accuracy in object localization; ii) we derive
an analytical framework to assess the advantages of the proposed
approach; iii) we validate the analytical framework through
extensive simulations.

Index Terms—Internet of Things (IoT), Object Localization,
Group mobility, Mobility management.

I. INTRODUCTION

An explosive growth in the number of objects connected to
the Internet is expected in the next few years with a forecast
of up to 50 billions by 2020 [1]. A sudden consequence of
the high expectations in terms of market opportunities is the
continuously and rapidly increasing attention on the Internet
of Things (IoT) which has characterized the last few years.

One of the major problems that IoT solutions will have to
face is related to the object mobility management which is
needed for both information delivery and object localization.
More specifically, since most of such objects will be mobile, a
large amount of signaling traffic is expected to be generated to
keep updated information about their current positions. Note,
in fact, that IoT will likely run IPv6 at the networking layer
and, thus, mobility management solutions will be based on
Mobile IPv6 (MIPv6)[2]. This requires the establishment of
an IPSec channel for each binding update message1 sent by
a mobile node to its home agent. Clearly this raises serious
scalability concerns when the number of mobile nodes is
expected to hugely increase.
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1Binding messages are sent every time a node changes its point of
attachment to the Internet

In this paper we introduce and discuss a solution that faces
the above issues by exploiting the so called object group mo-
bility (OGM), a phenomenon that naturally emerges as usually
IoT objects are carried by a human or a vehicle together
with several other objects. For example, goods produced by a
supply chain are carried on trucks until they are delivered to a
retail store or things in a bag are carried around as one single
object until they are not put at their right place.

Actually, the challenges and opportunities related to OGM
have been deeply investigated by IETF in the context of
Network Mobility (NEMO) [3] and a specific IETF RFC has
been created. More specifically, in the NEMO proposal, a
Mobile IP compliant methodology has been introduced to
support the mobility of an entire network of IP devices. Indeed,
the traditional Mobile IP supports the ability for a single
mobile device to change its point of attachment to the Internet
without disrupting the transport and higher layers; differently,
the objective of the Network Mobility (NEMO) is to enable a
router to act as a mobility agent on behalf of an entire network
of IP devices.

NEMO relies on the use of a Home Agent (HA) and a
Mobile Router (MR) which binds to the HA when away from
its home network. HAs then forward all packets destined to a
mobile network to the MR through a tunnel. Reverse traffic is
tunneled back to the HA for delivery. Partial implementations
of the NEMO proposal are available in the projects Nautilus 6
[4] and Cisco Mobile network [5], as well as in [6] where the
design and implementation of a NEMO testbed is presented. In
[7], taking inspiration from [8] and [9], a NEMO-like approach
is applied to a vehicular scenario. More specifically, in [7] a
vehicle realizing that it is leaving the coverage area of a base
station and entering another one, exploits multihop relaying
through other vehicular nodes to acquire a new IP address.
The relaying vehicles are those moving either in opposite lanes
or in the same lane. So a vehicle performs a seamless pre-
handover to improve the handover efficiency and keep the
connection on. Also in [10] the integration of the NEMO
proposal in vehicular scenarios is addressed. Similarly, in
[11] the issue of supporting seamless handover between earth
stations in satellite scenarios using a NEMO-like approach is
discussed.

Object group mobility in IoT scenarios has also been
exploited to reduce signaling in the context of M2M com-
munications within 3GPP as well [12], [13]. In [12] and [13]
for example, dynamic groups are considered, i.e., objects can
join and leave the group. However, the proposed solutions
are specifically tailored for M2M systems. Therefore, the
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(very usual) cases in which distinct objects belonging to the
same group use different wireless access technologies are not
addressed.

Our paper goes beyond the previous literature in several
ways. First in our work we consider the case in which nodes of
the same group are equipped with different network interfaces,
that is, the group is heterogeneous. In this way, we will show
that using our approach it is possible to increase location
accuracy. Furthermore, we discuss how dynamic membership
of objects within a heterogeneous group can be effectively
managed (dynamically vary, increase in size, reduce, split,
join, etc.) while this was not addressed in the previous litera-
ture. Finally, we introduce the use of a collective agent, which
allows to further reduce the signaling overhead while keeping
updated the information relevant to the group members.

Accordingly, the most significant contributions of this paper
can be summarized as follows: i) we consider object group
mobility (OGM) and we show how OGM can be exploited to
reduce signaling traffic and to improve the accuracy of object
localization; ii) we illustrate how, by means of a collective
agent representing a group of objects as a whole, it is possible
to reduce signaling traffic and improve accuracy in object
localization; ii) we derive an analytical framework to assess the
advantages of the proposed approach; iii) we run a simulation
experiment to validate the analytical framework and assess the
proposed solution.

The rest of this paper is organized as follows. The notation
and system architecture are introduced in Section II. Section
III introduces the OGM concept and illustrates how it can
be used to achieve more accurate object localization and
reduced signaling for mobility management purposes. An
overview of mobility management procedures in IoT scenarios
is given in Section IV by illustrating basic operations and
their functioning. In order to evaluate the advantages offered
by exploiting the OGM concept in the IoT, an analytical
framework is derived in Section V that shows how the OGM
concept gives benefits when the network is dense. Accuracy of
the analytical framework is assessed in Section VI through a
set of simulations, which are used to evaluate the performance
improvements achieved by exploiting the OGM concept. Fi-
nally, in Section VII conclusions are drawn.

II. SYSTEM MODEL AND NOTATION

To date there is no universal agreement on a specific and
detailed architecture for the IoT2. Nevertheless, in order to
introduce the notation which will be used in the rest of the
paper, we provide a general reference architecture. This only
takes the basic functional elements into account that, even if
named in different ways, can be found in all existing proposals.

We consider a network providing access in a given ge-
ographical area denoted as interest area, to several hetero-
geneous objects equipped with some wireless interface: for
example, some devices could be wireless sensors or actuators
equipped with IEEE 802.15.4; others can be smartphones or
tablets equipped with 3G/UMTS or IEEE 802.11; others can

2A comprehensive overview of proposed approaches has been carried out
within the IoT-A project [14], [15]

be items identified through RFID tags. We assume that all
devices have an IPv6 address. This assumption is motivated by
the large literature and activities of the standardization bodies
[16], [17] which anticipate that, in the Internet of Things, all
network nodes will have IPv6 addresses. Consequently, several
activities are ongoing aimed at mapping any identification
scheme into IPv6 addressing [18], [19].

The problem we address is related to the management of
the mobility for this multitude of devices which coexist in the
same area without knowing about each others because of the
different wireless interfaces used.

The interest area is assumed to be organized into ambiences,
as shown in Figure 1. An ambience is a limited space with
homogeneous physical characteristics (temperature, humidity,
luminosity, etc.) where objects (even partially) sharing the
same intents are located and can interact with each others
to support added value services. In the recent literature on
smart computing, ambiences can often be identified with the
so called contexts or rooms, e.g. [20], [21]. Let us label
the different set of ambiences in the area of interest as
A = {a1, a2, ..., aM}, where ai identifies the i-th ambience.

As usually assumed in the IoT paradigm, the presence of
many objects into the same ambience leads to multiple mutual
interactions between them and the ambience itself. Conse-
quently, a modification of objects’ features as a consequence
of these interactions is likely to occur.

However, due to the limited computing capabilities of the
communication/processing devices embedded into objects, a
high degree of ”ambience awareness” calls for availability
of dedicated servers embedded into the ambience. This has
indeed been proposed by relevant architectural solutions for
smart environments (e.g., [20], [21], [22], [23]) and IoT [14],
[24].

In the following it will be also assumed that the area of
interest is served by an access network, denoted as interest
area network3, connected to the rest of the Internet. Moreover,
as sketched in Figure 1, we assume that multiple heteroge-
neous access points (APs) provide communication support to
objects by using multiple access technologies. Accordingly, for
example, WiFi or Bluetooth APs could be available, as well as
IEEE 802.15.4 gateways, RFID readers, etc. To this purpose,
let us denote ψ(AP ) the access technology used by a generic
AP, where each access point can cover multiple ambiences.
The set of ambiences covered by an AP is denoted as C(AP ).

Let n be a node located in ambience an and equipped
with a wireless interface of technology ψ(n). Then, n will be
able to connect only to access points which support identical
technology.

According to MIPv6 [2], each node n has a home network
HN(n) where a home agent HA(n) keeps information about
the position of node n updated. The home network may be not
the same network where the mobile node is currently attached;
the latter is typically referred to as the foreign network FN(n)
[2].

To better understand the roles of the different elements

3In Figure 1 the context server is placed in the interest area network
although in principle, it could be not.
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Fig. 1. System architecture.

envisioned in our system, let us consider a typical IoT appli-
cation scenario: smart building. In this case ambiences are the
rooms of the building and typical objects to be considered are
personal items (smartphones, laptops, tablets, health sensors,
etc.) as well as environmental sensors and actuators. These
objects will access the network through IEEE 802.11 and/or
IEEE 802.15.4 interfaces and therefore, it is expected that
there will be several IEEE 802.11 and IEEE 802.15.4 access
points in the building. Furthermore, a server will be deployed
which collects information about the position of the nodes
located in the building as well as the services they offer.
Such information will be exploited to create context-aware
applications: in other words the above server is the CS in the
smart building scenario.

III. EXPLOITING GROUP MOBILITY IN IOT SCENARIOS

Mobility of nodes is a relevant feature to be considered in
the design of location update protocols. In the literature there
has been a relevant effort to characterize human mobility [25],
[26], [27], [28].

However, modeling things’ movements is still an open issue
which requires the definition of completely new experimental
data and models. Nevertheless, an obvious observation can be
drawn: objects, i.e., nodes, usually move in groups. That is,
objects typically aggregate around a carrier (a person, a truck,
a car, a bag, a box, etc.). This occurrence can be modeled
through the concept of object group mobility (OGM) and the
carrier around which objects aggregate is denoted as group
master (GM). Both the master and the moving nodes denoted
as slaves, are IoT items. The group master, in particular, is
assumed to be equipped with multiple wireless interfaces.

Emergence of group mobility has been observed in several
wireless scenarios and exploited to reduce energy consumption
and to preserve privacy in mobility management schemes [29],
[30], [3]. In a IoT scenario, group mobility can be exploited
for reducing mobility management overhead as well.

To this purpose, the GM assigns addresses available in its
”home network” to the slaves, so registering them as nodes
of its network. Accordingly, slaves set the address of the GM
home network as their care-of-address at their home agents.

As a consequence, when slaves in a group move and thus
the foreign address changes, no binding messages will be
exchanged among slaves and their home agents: only the GM
will inform its home agent about the care-of-addresses of the
slaves in the group.

It follows that the use of group mobility allows to drastically
reduce the amount of signaling needed for mobility manage-
ment purposes as illustrated in Section VI.

In a IoT scenario, nodes belonging to a group and moving
together are intrinsically heterogeneous and thus equipped
with different access technologies. This heterogeneity allows
to guarantee higher accuracy in location estimation as com-
pared to NEMO or Mobile IP solutions. Also, in this way,
added value services, which take location information into
account, can be supported more efficiently.

A simple example can be used to support the above claim.
Let n0 and n1 be two nodes4 belonging to the same group,
equipped with 2 different access technologies ψ0 and ψ1,
respectively.

Suppose that nodes n0 and n1 access the network by means
of two access points, AP0 and AP1, covering two different sets
of ambiences, Φ0 and Φ1.

By considering n0 and n1 individually, we expect that n0

is located in one of the ambiences in Φ0, while n1 will be in
one of the ambiences in Φ1. However, observe that if n0 and
n1 are considered as slaves of the same group, their location
information becomes more accurate as it can be deduced that
both nodes will be located in one of the ambiences contained
in the set Φ0,1 = Φ0 ∩ Φ1.

The same considerations apply when focusing on location
uncertainty. In fact, on the one hand, considering n0 and
n1 individually, the uncertainty on their position is log2 |Φ0|
and log2 |Φ1|, respectively, as defined in [31]. On the other
hand, considering nodes as belonging to a group, uncer-
tainty will be equal to log2 |Φ0,1|, where obviously |Φ0,1| ≤
min{|Φ0|, |Φ1|}. Therefore, it is evident that group mobility
can be exploited to reduce location uncertainty.

However, since it is impossible to continuously achieve
an updated picture of the current composition of groups,
exploiting group mobility to obtain higher accuracy in object
localization can result in location errors. In fact, it can happen
that the current position of a node n is estimated as the position
of the group which has just left. These errors can have dramatic
effects on the application. The resulting implications will be
addressed in Section V-B where we will analyze the tradeoff
between location accuracy and location errors.

IV. MOBILITY MANAGEMENT PROCEDURES

In this section we describe the basic operations needed to
implement the OGM paradigm and discuss how they can be
mapped into the MIPv65. Then, in Section V we will analyze
the effects of such a group management in terms of location
accuracy and signaling cost.

4In the rest of this paper we will use equivalently the term items, objects
and/or nodes.

5We assume in the following that the reader is familiar with MIPv6
operations.
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Let us assume that a group consists of a master, n0, and m
slaves denoted as n1, ..., nm. Moreover, we denote the current
care-of-address of a node n as CoA(n).

The group master n0 assigns an address of its home network
HN(n0) to each slave. To this purpose, each node which
is expected to be a group master is assigned several IPv6
addresses. Let LA(ni), with i > 0, represent the address
assigned by n0 to node ni. Each slave ni will provide LA(ni)
as its current care-of-address to its home agent HA(ni), and
will perform a binding to HA(n0) providing its current care-
of-address CoA(ni).

In this way, if a node – the so called “correspondent node”
– sends a packet to a slave ni, the packet will reach the home
network of ni, HN(ni). Here the packet will be intercepted by
the home agent HA(ni) and forwarded to the care-of-address
it is aware of, i.e. LA(ni). In this way the packet will reach the
home network of the group master HN(n0) where the packet,
received by the home agent of the group master HA(n0), will
be forwarded to the current care-of address of ni, CoA(ni).

The proposed procedure allows to achieve a significant
reduction of the signaling traffic generated to keep location
information updated. Note, in fact, that when nodes of a group
move a change their CoAs there is no need to inform the home
agents of the slaves. Information must be updated in the home
agent of the group master only.

Observe that in several application scenarios (especially, in
logistics) there might be a large number of nodes in the same
group with the same home agent. For example, suppose that
Ω = {n1, n2, ..., nl} is the set of slaves of the group with
the same home agent HA(n1) = HA(n2) = ... = HA(nl).
If this is the case, a collective agent is initialized which is
responsible for keeping updated information about all nodes
in Ω. The collective agent is a process initialized in the home
network of the subset of nodes Ω. The collective agent acts
as a proxy between the nodes in Ω and their home agent. One
of the nodes in Ω will provide information about the current
foreign network of the group to the collective agent which will
send it to the home agent HA(n1). In this way, packets sent to
nodes Ω will not pass through HA(n0), like it is the case for
packets sent to other nodes in the group, before reaching their
destination. Therefore, the cost of delivering data to nodes in
Ω will decrease.

Nodes in Ω will update HA(n1) about their location instead
of the home agent of the group master HA(n0). We will
show that collective agents are convenient when the number
of nodes in Ω is higher than a given threshold n∗ which will
be calculated in Section V.

In the rest of this section we will detail the mobility
management procedures implementing the above policies.

A node n leaving the radio coverage of access point AP1

and entering the radio coverage of a new access point, say
AP2 with the same access technology, will get a new care-of-
address valid for the current foreign network. To this purpose,
traditional stateless/stateful autoconfiguration procedures as
defined in MIPv6 can be used [2].

Once the new CoA has been obtained, node n sends an

update message to the context server (CS)6 communicating its
IPv6 home address, the address of its home agent HA(n), its
MAC address, its access technology, ψ(n), the set of addresses
it has been reserved by its home network HN(n) and must
assign as addresses to its slaves in case the node behaves as
group master, as we will explain in the following.

Once the CS receives the update message, it must perform
the following actions:

1) Update group and location information,
2) Evaluate location of nodes in the group.
These actions will be described below.

Update group and location information: To perform group
management, the CS keeps track of the existing groups and
of the movements of nodes within its area of interest.

If the node n sending the update message is part of an
existing group, Γ(n), the CS waits for a timeout7 and then
checks that its new position is consistent with the positions of
the other nodes in the group. More specifically, the policy
which will be utilized is that slaves with positions being
inconsistent with the group master are removed from the
group. To this purpose both the home agent of the group master
and the interested slave are informed. The latter will then send
a binding update to its home agent to provide it with its actual
care-of-address.

Also, the CS controls if it is possible to merge the group
of n to other groups or to individual nodes. To this purpose,
observe that the group of n, Γ(n), and group Γ1 can be merged
in the following two cases:
• All nodes in Γ1 with the same access technology of n

have recently left the old access point of n, AP1, and
joined the new one, AP2, to which n is currently attached
as well.

• In Γ1 there are no nodes with access technology ψ(n);
however, the hypothesis that nodes of the two groups
can be merged into a single group is consistent with the
observation of their last h movements8.

In the two above cases location information must be up-
dated. To this purpose, one of the nodes in the group of n,
Γ(n) with access technology ψ(n) is selected for sending
a binding update to the home agent of the group master
HA(n0). Observe that it is sufficient that the binding message
contains information about the foreign subnet prefix of the
new foreign network FN , which can be derived by the data
inserted in standard binding messages. Indeed, according to
IPv6 stateless address autoconfiguration, foreign subnet prefix

6Note that this interaction between the node and the CS is necessary for
supporting context aware services, independently of the mobility management
procedures executed to implement the OGM paradigm. Also observe that,
using standard service discovery protocols such as UPnP [32], [33], a node
entering a given area obtains information about the available CS and provides
information about its characteristics and offered services.

7The use of a timeout in context servers as a mechanism to provide context-
aware services has been widely proposed in the existing literature for different
application scenarios. Furthermore, its optimal design has been in depth
analyzed, such as in [34], where authors propose a cost-efficient design of
the timer in such a way to reduce the delivery delay while coping with cost
issues.

8Identification of the optimal value of h strongly depends on the specific
application scenario. However, this is not a problem given that group merging
will be performed by CS which is aware of the scenario.
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and MAC address are enough to calculate the care-of address
of any node. Therefore, HA(n0) can reconstruct the new care-
of-address for all the nodes in the group Γ(n) with access
technology ψ(n).

Finally, if a collective agent has been initialized for a set
of nodes Ω including n, then one of the nodes in Ω will be
selected to inform HA(n0) that all the nodes in Ω have moved
to another location.

The case in which n was not part of a group can be dealt
similarly. The obvious difference is that it is not necessary
to perform control on the state of the group Γ(n) given that
Γ(n) consists of node n only. A sketch of the flowchart of the
procedures executed by network nodes and CS is reported in
Figure 2.

Evaluate location of nodes in the group: In order to
achieve more accurate information about the ambience where
a node is located, the CS defines for each node z in the group,
i.e., z ∈ Γ(n), the set Φ(z) = C(AP (z)), where AP (z)
denotes the access point providing coverage to node z whereas
C(AP ) represents the set of ambiences covered by an access
point AP . If nodes in Γ(n) are in the same ambience, then it
is obvious that they will be located in [∩z∈Γ(n)Φ(z)].

However, it is possible that some of the nodes left the group
Γ(n) and, therefore, the above estimation of the position of the
nodes may be not correct. Accordingly, CS estimates whether
it is convenient to achieve higher location accuracy at the risk
of having errors in position estimation. To this purpose it uses
the results of the analysis reported in Section V-B.

V. ANALYSIS

In the following subsections we will derive an analytical
framework for the evaluation of the impact of the use of OGM
on the signaling overhead (Sections V-A) and the location
errors and accuracy (Sections V-B).

A. Impact on signaling

In this section we evaluate the impact of exploiting object
group mobility on the amount of signaling. In fact, in Section
III we have discussed how object group mobility can help to
reduce the amount of signaling generated for location update
purposes. On the other hand, in Section IV we have noted that
data traffic directed towards a slave node will pass through the
HA of the group master before it is forwarded to the current
foreign network. This is expected to cause longer delay as well
as increased consumption of network resources. Accordingly,
we will first evaluate the reduction in the amount of signaling
needed for location update and, then, we will calculate the
increase in the consumption of network resources needed to
deliver a packet to a mobile node.

As usual in the most relevant literature in the field (e.g.
[35]), in the following we assume that the time a node
with communication technology ψ spends without needing to
change its CoA is exponentially distributed with average T̄ψ .
Accordingly, new location updates will be required with rate
λ

(UP)
ψ = 1/T̄ψ .

Now suppose that at time t′′ a group Γ3 of nodes employing
access technology ψ leaves the radio coverage of access point
AP(old)ψ

and enters the radio coverage of another access point
AP(new)ψ . Due to such a movement, nodes will likely need a
new care-of-address. Note that the current group of nodes Γ3

is different from what the system recognizes as such. In fact,
information about the group was last updated at time t′ when
the nodes entered the radio coverage of AP(old)ψ

. We denote
as Γ1 the set of nodes with access technology ψ composing
the group at time t′ and as Γ2 the subset of nodes in Γ3 that
were part of the group Γ1 also at time t′, i.e., Γ2 = Γ3 ∩ Γ1.
Using traditional MIPv6 solutions each of the Γ3 nodes will
be required to take a new CoA and issue a binding message
towards its home agent. Now let us define as Ω1, Ω2, and Ω3

the subsets of nodes in Γ1, Γ2, and Γ3, respectively, with the
same home agent HA∗. Also let us define Λ1, Λ2, and Λ3

the remaining nodes in groups Γ1, Γ2, and Γ3, respectively,
that is Λ1 = Γ1 − Ω1, Λ2 = Γ2 − Ω2, and Λ3 = Γ3 − Ω3.
Furthermore, for the sake of notation simplicity, let Y1, Y2,
and Y3 be the random variables representing the number of
nodes in the subsets Ω1, Ω2, and Ω3, respectively; and Z1,
Z2, and Z3 be the random variables representing the number
of nodes in the subsets Λ1, Λ2, and Λ3, respectively.

To exploit object group mobility we need one binding
message for the group, one binding message for each of the
nodes in Λ3 − Λ2, and a number VLU of binding messages
depending on the number Y3 of nodes in the group at time t′′

with the same home agent HA∗. We expect that, if the current
number of nodes with the same home agent Y3 is lower than
the threshold n∗ – where value of n∗ is calculated in the
following9 – then we will need a binding message for each
of the |Ω3−Ω2| nodes with home agent HA∗ that joined the
group after time t′; to this regard, note that (Y3−Y2) is likely
to be zero as composition of groups is not expected to change
frequently. In the opposite case, we will need only one binding
message sent to HA∗ for all the nodes in Ω3.

Accordingly, the value of VLU is given by

VLU =

{
Y3 − Y2, if Y3 < n∗

1, if Y3 ≥ n∗
(1)

It follows that, by exploiting object group mobility, the de-
crease in the cost of signaling generated for location update
purposes is given by:

∆LU = λ
(UP)
ψ c(LU)(Z2 + Y3 − 1− VLU ) (2)

where λ(UP)
ψ = 1

T
(UP)
ψ

and T (UP)
ψ is the average time spent by

the group using technology ψ within the radio coverage of the
same access point, and c(LU) represents the average cost of a
binding message.

The average value of ∆LU is given by

E{∆LU} = λ
(UP)
ψ c(LU)

[
E{Z2 − 1 + Y2|Y3 < n∗}p(Y3 < n∗)

+ E{Z2 − 2 + Y3|Y3 ≥ n∗}p(Y3 ≥ n∗)
]

(3)

9Here we assume that there is only one subgroup of nodes with the same
home agent
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Fig. 2. Flowchart of OGM procedures.

If we assume that nodes with access technology ψ and home
agent HA∗ join the group according to an exponential process
with rate λ∗ψ and that each of these nodes leaves the group
according to an exponential process with rate µ∗ψ , then the
probability distribution of Y3 can be calculated as the steady
state probability of a M/M/∞ random process:

p(Y3 = n) =
(
ρ∗ψ
)n · e−ρ∗ψ/n! (4)

where ρ∗ψ = λ∗ψ/µ
∗
ψ . Therefore,

p(Y3 < n∗) =

n∗−1∑
n=0

(
ρ∗ψ
)n · e−ρ∗ψ/n! (5)

and p(Y3 ≥ n∗) = 1− p(Y3 < n∗).
Now we evaluate the first expected value in eq. (3), i.e.

E{Z2 − 1 + Y2|Y3 < n∗}. It is easy to show that

E{Z2−1+Y2|Y3 < n∗} = E{Z2}−1+E{Y2|Y3 < n∗} (6)

In order to calculate the average value of Z2 we apply the
theorem of the total probability, so that we can write

E{Z2} =

∞∑
n=0

E{Z2|Z1 = n}p(Z1 = n) (7)

If we assume that nodes with access technology ψ and home
agent different from HA∗ join the group with rate λψ and that

each of these nodes leaves the group with rate µψ , then the
probability distribution of Z1 can be calculated as follows

p(Z1 = n) = (ρψ)
n · e−ρψ/n! (8)

where ρψ = λψ/µψ; on the contrary Z2 can be seen as the
value at time t′′ taken by a pure death random process that at
time t′ was in state Z1. Accordingly, we can rewrite eq. (7)
as follows:

E{Z2} =

∞∑
n=0

[
p(Z1 = n)

·
∫ ∞

0

E{Z2|Z1 = n, t′′ − t′ = τ}fTUP(τ)dτ

]
(9)

where fTUP
(τ) is the probability density function of the

random variable TUP representing the time spent by the group
master within the radio coverage of the same access point. If
we assume that TUP is distributed exponentially with average
1/λ

(UP)
M , then it is easy to show that the average value of the

random variable Z2 can be calculated as

E{Z2} = λ
(UP)
M λψ/

[
µψ

(
µψ + λ

(UP)
M

)]
(10)

In eq. (6), we also need the average value of Y2 given that
Y3 < n∗. To evaluate such term observe that
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TABLE I
RELEVANT PARAMETERS

Name Description
ψ(AP ) the access technology used by AP
C(AP ) the set of ambiences covered by AP
ψ(n) the access technology of node n
HN(n) the home network of node n
HA(n) the home agent associated to node n
LA(n) the address assigned by a GM n0 to a node n
CoA(n) the care-of-address of node n
n∗ the threshold value in number of grouped nodes above which the use of a collective agent is convenient

λ
(UP)
ψ = 1/T̄ψ the rate associated to the time spent by the group using technology ψ within the radio coverage of the same access point

VLU the number of binding messages to be sent to the same home agent
∆LU the decrease in the bandwidth resources achieved by exploiting OGM
c(LU) the average amount of bandwidth resources consumed for each binding message
λψ the group join rate
µψ the group leave rate

λ
(UP)
M = 1/TUP the rate associated to the time spent by the GM within the radio coverage of the same access point

λD the rate at which packets that must be delivered to a mobile node are generated
cD the average increase in signaling cost due to the fact that packets that must be delivered to a slave will pass through

the GM’s home agent HAGM .

E{Y2|Y3 < n∗} =
1

p(Y3 < n∗)

n∗−1∑
n=0

p(Y3 = n) · E{Y2|Y3 = n}

(11)
It can be shown that

E{Y2|Y3 = n} = F1(n, λ
(UP)
M , µ∗ψ, ρ

∗
ψ)+F2(n, λ

(UP)
M , µ∗ψ, ρ

∗
ψ)

(12)
where

F1(n, λ
(UP)
M , µ∗ψ, ρ

∗
ψ) = (n− ρ∗ψ)

1− e
−
λ
(UP)
M
µ∗
ψ

log

(
ρ∗ψ

ρ∗
ψ

−n

)
(13)

and

F2(n, λ
(UP)
M , µ∗ψ, ρ

∗
ψ) =

λ
(UP)
M ρ∗ψ

λ
(UP)
M + µ∗ψ

(
1

− e
−
λ
(UP)
M

+µ∗ψ
µ∗
ψ

log

(
ρ∗ψ

ρ∗
ψ

−n

))
(14)

and λ
(UP)
M is the handover rate of the master. The second

expected value in eq. (3) can be easily calculated as:

E{Y3 + Z2 − 2|Y3 ≥ n∗} =
1

p(Y3 ≥ n∗)

[
ρ∗ψ

−
n∗−1∑
n=1

(ρ∗ψ)n

(n− 1)!
e−ρ

∗
ψ

]
+ E{Z2} − 2 (15)

where E{Z2} has been calculated in eq. (10).
However, as we already pointed out, use of OGM can cause

an increase in the cost incurred to deliver data packets to
mobile nodes. In fact, packets sent by a correspondent node
will pass through the home agent of the group master before
they reach group slaves. Similarly to what we have discussed
before, it can be shown that the average value of the difference
between the cost for data delivery when we exploit OGM and

when traditional mobility management schemes is used can be
calculated as

E{∆D} = λDcD [E{Z3}+ E{VD}] (16)

where:

• λD is the average rate at which packets that must be
delivered to a mobile node are generated.

• cD is the average increase in cost due to the fact that
packets that must be delivered to a slave in the group
will pass through the group master home agent HAGM .

• VD is a random variable defined as follows:

VD =

{
Y3, if Y3 < n∗

0, if Y ≥ n∗
(17)

To solve eq. (16), it can be easily shown that E{Z3} = ρψ
and

E{VD} = E{Y3|Y3 < n∗} =
e−ρ

∗
ψ

p(Y3 < n∗)

n∗−1∑
k=1

(ρ∗ψ)k

(k − 1)!

(18)
Finally, we want to evaluate the most appropriate value for

n∗. To this purpose note that the use of a collective agent is
convenient when the decrease in signaling cost achieved by
using a collective agent is higher than the increase in cost
required to send a binding update to the home agent HA∗.
This occurs when:

λ
(UP)
ψ c(LU) < Y3λDcD (19)

and therefore:

n∗ =
1

1− (λDcD)/(λUP
ψ cLU)

(20)

In Section VI we will investigate the variations of n∗ for
different network configurations and mobile scenarios.
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B. Impact on location accuracy and location errors
In order to conveniently trade a decrease in uncertainty with

the possibility of performing location errors, we consider the
two competing terms for a certain node nk:
• H(Xk) is the entropy (which is a measure of uncertainty

[31]) of the random variable Xk representing the current
ambience where node nk is located;

• Pr{Error} is the probability of doing an error in locating
node nk.

Observe that, if group mobility is not taken into account, the
error probability is equal to zero whereas location uncertainty
is H(Xk) = log2 |Φk|, where Φk represents the set of
ambiences where node nk can be located. Note that if node
nk is reachable by one of the access points, say APk, then Φk
includes the ambience Xk where node nk is currently located;
if node nk is not reachable by any AP, then Φk is the set of
ambiences that are not covered by any access point employing
technology ψ(nk).

We start by evaluating the error probability Pr{Error}.
Suppose that a group Γ is formed around the group master

n0, that is Γ = {n0, n1, ..., nk}.
Here we are assuming again that these (k + 1) nodes can

exploit different communication technologies ψi, ψz, . . . , ψk.
Also let us suppose that t0 is the last time instant when the
existence of the group was verified. The probability of making
an error at time t, with t ≥ t0, in the estimation of the position
of nk can be evaluated as the probability that the node has left
the group in the time interval ]t0, t]. Let Tk be the random
variable representing the duration of the time interval during
which node nk (which we suppose is a slave) is aggregated to
its master n0. We assume that Tk is exponentially distributed
with rate µk. Accordingly, the probability of error is

Pr{Error} =
(

1− e−µk(t−t0)
)( |Φk| − | ∩ki=0 Φi|

|Φk|

)
(21)

To explain eq. (21), note that by exploiting the group
mobility concept we guess that node nk is located in one of
the ambiences belonging to the intersection between all sets
Φi, for i ≤ k, i.e., we assume that Xk ∈

(
∩ki=0Φi

)
. If node

nk is not part of the group anymore, then it is located in
any of the ambiences included in Φk with equal probability.
Accordingly, the probability that by exploiting group mobility
we incur in erroneous localization is given by the probability
that node nk left the group, which is given by the first term
of the product in the right hand side of eq. (21), multiplied
by the probability that node nk moved outside the intersection(
∩ki=0Φi

)
, which is given by the second term of the product

in the right hand side of eq. (21).
In order to evaluate the uncertainty on Xk considering that

nk was part of a group mastered by n0 together with n1,
n2, ..., nk−1, let us define Φi the set of ambiences where the
generic node ni can be located.

Accordingly, we are interested in evaluating

H(Xk|Xk ∈ Φk, Xk−1 ∈ Φk−1, ..., X0 ∈ Φ0) =

= −
∑

Xk∈Φk

p (Xk = xk|Xk ∈ Φk, ..., X0 ∈ Φ0)

· log2 p (Xk = xk|Xk ∈ Φk, ..., X0 ∈ Φ0) (22)

The probabilities in eq. (22) can be calculated as follows:

p(Xk = xk|Xk ∈ Φk, ..., X0 ∈ Φ0) =

=

{
0, if xk 6∈ Φk
p(Xk=xk,Xk−1∈Φk−1,...,X0∈Φ0)

p(Xk∈Φk,...,X0∈Φ0) , if xk ∈ Φk
(23)

In the above equation we need the probabil-
ities p (Xk = xk, Xk−1 ∈ Φk−1, ..., X0 ∈ Φ0) and
p (Xk ∈ Φk, ..., X0 ∈ Φ0). By applying the theorem of
the total probability, we can calculate the former as follows:

p(Xk = xk, Xk−1 ∈ Φk−1, ..., X0 ∈ Φ0) =

=
∑
x0∈Φ0

·
∑
x1∈Φ1

. . .

·
∑

xk−1∈Φk−1

p(Xk = xk, Xk−1 = xk−1, ..., X0 = x0)

(24)

If we refer the position of each node in the group to the
position of the group master n0, the probability in eq. (24)
can be calculated as:

p(Xk = xk, Xk−1 = xk−1, ..., X0 = x0) =

= p(Xk = xk|X0 = x0) . . . p(X1 = x1|X0 = x0)

· p(X0 = x0) (25)

By replacing eq. (25) in eq. (24) we obtain

p(Xk = xk, Xk−1 ∈ Φk−1, ..., X0 ∈ Φ0) =

=
∑
x0∈Φ0

p(X0 = x0) · p(Xk = xk|X0 = x0)

·
∑
x1∈Φ1

p(X1 = x1|X0 = x0) · · ·

·
∑

xk−1∈Φk−1

p(Xk−1 = xk−1|X0 = x0) (26)

Observe that at time t the generic conditioned probability
needed in eq. (26) can be calculated as follows:

p(Xi = xi|X0 = x0) =

=

{
e−µiτ + (1− e−µiτ )/|Φi|, if xi = x0

(1− e−µiτ )/|Φi|, if xi 6= x0

(27)

where τ = (t− t0).
Using eq. (27), it is easy to show that

∑
xi∈Φi

p(Xi = xi|X0 = x0) =

{
1− e−µiτ , if x0 6∈ Φi

1, if x0 ∈ Φi
(28)

Accordingly, if we define the function φi(x,Φ) as follows:

φi(x,Φ) =

{
1− e−µiτ , if x 6∈ Φ

1, if x ∈ Φ
(29)

then, we can rewrite eq. (26) as
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p(Xk = xk, Xk−1 ∈ Φk−1, ..., X0 ∈ Φ0) =

=
∑
x0∈Φ0

p(X0 = x0)p(Xk = xk|X0 = x0)φ1(x0,Φ1)

· φ2(x0,Φ2) · · ·φk−1(x0,Φk−1) (30)

The probability p(X0 = x0) is, in general, independent of
the specific value of x0; therefore, we denote it as p0 and we
can rewrite eq. (30) as

p(Xk = xk, Xk−1 ∈ Φk−1, ..., X0 ∈ Φ0) =

= p0

∑
x0∈Φ0

p(Xk = xk|X0 = x0)φ1(x0,Φ1) · · ·

· · ·φk−1(x0,Φk−1) (31)

Analogously, we can calculate the probability
p (Xk ∈ Φk, ..., X0 ∈ Φ0) used in eq. (23) as

p(Xk ∈ Φk, ..., X0 ∈ Φ0) =

=
∑
xk∈Φk

p (Xk = xk, Xk−1 ∈ Φk−1, ..., X0 ∈ Φ0)

(32)

where the terms in the sum of eq. (32) have been calculated
as shown in eq. (31).

VI. SIMULATION RESULTS

Objective of this section is twofold. In fact, on the one hand
we want to assess the accuracy of the analytical framework
developed in Section V. On the other hand, we want to
evaluate the performance improvement that can be obtained
by exploiting OGM as proposed in Section IV. In this context
we compare the performance of our approach to those of
mechanisms exploiting OGM.

To this purpose, we have run a large number of simulations
focusing on two scenarios:
• Logistics: vehicles move throughout a limited area and

pick some items up so as to deliver them to their
destination.

• Personal items: humans move in the same area consid-
ered in the previous scenario and carry a certain number
of smart objects (e.g., smartphones, tablets, MP3 readers,
laptops, etc) with them. The type of devices and their
number depend on the activity humans do.

The above scenarios will be the focus of Sections VI-A and
VI-B, respectively.

For both cases we have developed a Java simulator which is
based on the models proposed in [36] for the logistics scenario
and in [37] for the personal items scenario.

A. Logistics

We consider a rectangular 6×2 km2 area with a Manhattan-
like grid road topology consisting of 100 streets. In the
above area there are nGM vehicles moving according to the
Manhattan mobility model whose mobility traces are generated
by the MobiSim simulator [36]. Vehicles can for example be
pony expresses which take over objects, carry and deliver them

to customers randomly located on the map. Vehicles will act
as group masters (GM) of the group they form together with
the objects they carry. Say nC the number of customers. Each
time a vehicle arrives at the premises of a customer, it delivers
each of the carried objects with a given probability, PDelivery.
In our simulations we assume nGM = 100 and nC = 100.

We further assume that each object is equipped with one
or more wireless interfaces in order to access Internet through
the interest access network.

TABLE II
WIRELESS INTERFACES AVAILABLE IN THE PERSONAL ITEMS

Item ψ0 ψ1 ψ2 ψ3

Smartphone × × × ×
Laptop × × ×
Tablet × × ×

MP3 Player ×
Sensor ×

The access network consists of several, say nAP , access points
providing access to the Internet to GMs and carried items. To
evaluate the impact of the number of access points deployed on
the map, we consider both metropolitan scenarios, e.g. cities
such as Washington, and rural scenarios, e.g. small cities such
as San Gimignano in Tuscany (Italy). For example, according
to [38] up to 500 base stations are deployed in an area of
approximately 12 km2 in size in the city of Washington, while
in the same area, only 10 base stations are deployed in San
Gimignano. Accordingly, we will consider nAP in the range
[10, 500].

In our simulations we suppose that access points are ran-
domly deployed on the 12 km2 map and are equipped with
a wireless interface. More specifically, we will consider four
different types of wireless technologies, which we denote as
ψ0, ψ1, ψ2 and ψ3, characterized by radio coverage equal to
2000 m, 300 m, 100 m and 10 m, which are representative
of cellular base stations (cell and microcells), wireless LANs,
and wireless PANs, respectively.

In order to evaluate the impact of OGM on network perfor-
mance we suppose that a percentage of the carried objects do
not perform grouping with other objects, and act individually
both for accessing the network and for location updates. In
fact, it is reasonable that some objects are configured in such
a way that they do not join groups (for privacy and/or security
reasons, for example). We call Pgroup the probability that an
object is configured to join groups. In the following we will
consider three different values of Pgroup, that is Pgroup = 0
(Case A), Pgroup = 0.2 (Case B), and Pgroup = 0.8 (Case C).

We start by validating the accuracy of the expressions of
the error probability and the uncertainty given in eqs. (21)
and (22). More specifically we will study the error probability
and the uncertainty as a function of the product µk(t− t0) =
µkτ . In order to modify the value of this product, we change
PDelivery. In fact, the parameter µk, i.e., the rate with which a
node is aggregated to its GM is proportional to the probability
that the GM delivers the object.

In Figures 3 and 4 we compare the error probability
Pr{Error} and the average uncertainty obtained analytically
and by simulations versus µkτ .
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Fig. 3. Error probability versus the product µkτ .

In both figures we observe the good matching between
analytical and simulation results. Also, as expected, both the
error probability and the uncertainty increase with µkτ .

Fig. 4. Entropy versus the product µkτ .

Now we evaluate the performance achieved by exploiting
the OGM concept. In the upper plot of Figure 5 the error
probability Pr{Error} is plotted as a function of nAP . Note
that the error probability decreases as nAP increases. In fact,
when a high number of APs are deployed, the simulation area
is densely covered; hence, for both slaves and group masters, it
is easier to get access to the network and update their position,
which results in a decrease in location errors.

Fig. 5. Location error and location uncertainty versus the AP number (nAP )
in the logistics scenario.

Also, Figure 5 shows the average uncertainty on the location
of nodes. As expected, the higher the number of access points,

the lower the uncertainty is. In fact, when the density of access
points is high, information at the home and collective agents
is more accurate and uncertainty is reduced. For the sake
of comparison in the same figure we show the uncertainty
obtained by using NEMO- and MTC-like solutions which do
not exploit nodes heterogeneity to increase location accuracy.

Figure 6 shows the average number of messages generated
for location updates. Note that the signaling traffic can be
significantly reduced by exploiting the OGM mechanisms. In
fact, the average number of messages exchanged to keep the
location information updated decreases as the percentage of
grouped nodes increases (Cases B and C). Note that in Case
C, the number of location updates generated by grouped nodes
is considerably lower than in case of ungrouped devices.

Fig. 6. Classification of location updates performed by grouped and un-
grouped devices in the logistics scenario.

Finally, in Figure 7 we represent the value of n∗ calculated
in eq. (20) as a function of the product kλD for different
values of λ(UP)

ψ , where k = cD/c
LU . As expected, the optimal

value of n∗ increases as the product kλD increases. Note
that the values of the parameter λ(UP)

ψ have been obtained
through simulations assuming nAP = 50 and 300. The shaded
areas show the feasible regions for each case (nAP =50 and
300) where the use of a collective agent is convenient as the
decrease in the number of location updates is higher than the
increase in the signaling cost. In fact, an increase in the product
kλD causes an increase in the signaling cost which has to be
traded-off with the reduction in the number of location updates
achieved by exploiting OGM procedures.

Fig. 7. Value of the variable n∗ in the logistics scenario as a function of the
product kλD for different values of λ(UP)

ψ .
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B. Personal items

In this scenario GMs are humans moving throughout the
area of interest with their smart items. In [37] it is investigated
what kind of items people carry on depending on their current
activity, e.g., when they go to the gym, they carry their MP3
reader and their heart rate sensor with higher probability than
in the case they go to work. Accordingly, in our simulations we
have defined different profiles (e.g., sportsman, businessman,
tourist, etc..), we have randomly assigned a single profile to
each of the nGM humans and generated the objects composing
the group on the base of the distributions given in [37].
Furthermore, we have assumed that the wireless interfaces
available at each of the considered smart objects are those
reported in Table II.

Figure 8 shows the average number of messages generated
for location updates. Observe that, in case of the personal
items scenario the number of location updates is smaller than
in case of Scenario 1 due to the lower velocity of the carriers.
Also, differently from the case of Scenario 1, it is evident that
in Figure 8 the number of location updates required in the
grouped and ungrouped cases are comparable. This is because
of the smaller number of group members in Scenario 2.

In Figure 9, the error probability Pr{Error} and the average
uncertainty on the location of nodes are plotted as a function
of nAP . Also in this case, in the same figure we show

Fig. 8. Classification of location updates performed by grouped and un-
grouped devices in the personal items scenario.

the uncertainty obtained by using NEMO- and MTC-like
solutions.

Finally, the value of n∗ is plotted in Figure 10 as a function
of the product kλD for different values of λ(UP)

ψ . As for the
logistics scenario, an increase in the product kλD causes an
increase of the optimal value of n∗. The shaded areas show the
feasible regions for each scenario where the use of a collective
agent is convenient as the decrease in the number of location
updates is higher than the increase in the signaling cost. Note
that the different ranges of kλD in Scenario 1 and 2, are due
to the different λ(UP)

ψ values related to the carriers’ velocity.
Simulation results obtained in this scenario confirm the

trends highlighted for the logistics scenario discussed in Sec-
tion VI-A.

Fig. 9. Location error and uncertainty versus the AP number nAP in the
personal items scenario.

Fig. 10. Value of the variable n∗ in the personal items scenario as a function
of the product kλD for different values of λ(UP)

ψ .

VII. CONCLUSIONS

In this paper we presented an analysis of object group lo-
calization in IoT scenarios. We showed how, in IoT scenarios,
object group mobility (OGM) can be exploited to increase
location accuracy and reduce the consumption of network
resources while maintaining compatibility with mobile IPv6
and its features. We provided basic mobility management
procedures to exploit OGM in IoT scenarios. An analytical
framework for the evaluation of the performance improvement
which can be obtained by exploiting OGM has been presented.
The proposed analytical framework has been validated through
simulations; moreover the improvement in terms of both sig-
naling efficiency and location accuracy achieved when OGM
is exploited are discussed.
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