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ABSTRACT

Jamming attacks are able to partially or completely dis-
rupt wireless communications. To overcome such a harm-
ful attack, optimal scheduling of user transmissions should
be achieved. Providing effective scheduling policies is a hard
task which is made more complicated when reactive jamming
attacks triggered by user transmissions are considered and
no information about the jammer is available, e.g., the trig-
gering threshold is not known. In this paper, we address the
problem of maximizing network performance and guaran-
teeing minimum QoS requirements when reactive jamming
attacks are ongoing. Specifically, to maximize network per-
formance and avoid the triggering of the jammer, we for-
mulate and solve a joint user scheduling and power control
problem. The proposed solution is then assessed through
numerical simulations.
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1. INTRODUCTION

Wireless networks are especially vulnerable to a large vari-
ety of attacks. Among them, jamming attacks are the most
detrimental ones as they can partially or completely disrupt
ongoing communications [3]. In particular, reactive jam-
ming attacks are performed by malicious users which contin-
uously monitor the wireless channel searching for transmis-
sion activities. When a transmission activity is detected, i.e.,
the received signal strength indicator (RSSI) on the channel
monitored by the jammer is higher than a triggering thresh-
old, an attack is performed [4]. It has been shown that such
an attack is hard to be detected and is highly efficient as it
can achieve a high jamming probability while consuming a
small amount of energy. It is clear that providing efficient
communications when the network is under such a harmful
attack is a hard task and several anti-jamming mechanisms
have been proposed in the literature [2]. However, those
approaches do not consider the case where no information
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about the transmission power and the triggering threshold
of the jammer is available, and a given Quality-of-Service
(QoS) level has to be guaranteed to network users. Since
the activation of the jammer is triggered by user transmis-
sions that exceed a given RSSI threshold value, in this work
we exploit power control to favor low transmission power
levels and avoid jamming attacks. Accordingly, we formu-
late the network performance maximization problem as a
joint user scheduling and power control problem which we
solve through dynamic programming and exponential learn-
ing techniques. The remainder of this poster is organized
as follows. In Section 2, we introduce the system model
and in Section 3 we discuss the joint power control and user
scheduling problem and its solution. In Section 4, the pro-
posed solution is evaluated through numerical simulations.
Section 5 conclusions and future works are drawn.

2. SYSTEM MODEL

We consider an uplink wireless system where a set U of
users communicate with a base station (BS) and access the
network through a set S of orthogonal time-slotted channels.
At any given slot, we assume that only one user is allowed
to transmit on a given channel. Also, we assume that users
can transmit on a single channel at any given slot and their
transmission power level is bounded by a maximum value
P. We consider Additive White Gaussian Noise (AWGN)
block-fading channels which vary each T slots. Specifically,
let gus, hs and hys be the channel gain coefficients between
user v and the BS on channel s, between the jammer and
the BS on channel s, and between user u and the jammer on
channel s, respectively. Let us denote the triggering thresh-
old and the transmission power of the reactive jammer with
Pir, and Py, respectively. For each user u transmitting on
channel s, we define the triggering indicator T,s(p) such that
Tus(p) = 1 if phys > Pip, where p is the transmission power
for u on channel s. Otherwise, T,s(p) = 0. Let us consider
s € S and let p™ and p™ be two transmission power levels
for user u € U such that 0 < p™ < p™ < P. In this paper,
we assume that 74s(p™) = 0 and Tus(pM) = 1. Further-
more, under the assumption that the value of the jammer
triggering threshold P, is unknown, the probability of trig-
gering the jammer when transmitting with power p given
both p™ and p™ can be modeled as the CDF of a uniform
distribution:

0 ifp<p™
Fus(p) = { shrtpm if p™ <p <p™ (1)
1 otherwise



3. PROBLEM FORMULATION

Under the AWGN assumption, the achievable rate of user

u on channel s is Cyus(p) = log (1 + W). Note

that the value of 7,5 (p(j)) is available only when a slot ends,
therefore it is not possible to calculate Cys(p) a priori. For
any u € U and s € S, let p(j) = (pus(l)), .-, be the set
containing all the transmission policies taken up to slot j.
Accordingly, let mys(j) = (pL"s (), oM (])) be the history up
to slot j, where pi(j) = max{pus(l) € P(j) : Tus (Pus(1)) =
07 l < .7}7 pué( ) mln{pUS(l) € p(.]) * Tus (pus(l)) = 17 l <
J} where myus(1) = (0, P) for all u € U and s € S by assump-
tion. Therefore, the expected achievable rate can be written
as follows:
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Accordingly, the joint power control and user scheduling
problem can be formulated as Problem (P1):

(P1) : max E, {Zzzx
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werses jers P = Pus(i))ueu ses jer
are the decision variables; 7 = (Tus(Pus (j)))u’s’j; and C;; is
a minimum rate requirement for user . In Problem (P1),
Constraint (3) guarantees that a user is allocated to only
one channel. To avoid possible collisions among users, Con-
straint (4) ensures that only one user is allocated to a given
slot. Constraint (5) ensures that the expected rate of each
user is higher than or equal to C};, and Constraint (6) guar-
antees the feasibility of the decision variables. Problem (P1)
is a Mixed Integer Non-Linear Problem (MINLP) which can
be proven to be NP-hard. Also, it can be shown that the
joint power control and user scheduling problem can be de-
composed and solved separately. Therefore, to solve the
user scheduling problem, we use a dynamic programming ap-
proach. Whereas, to solve the power control problem we use
exponential learning techniques which provably converges to
the optimal power control policy [1].

where ¢ = (zus(j))

4. NUMERICAL RESULTS

We consider a wireless network consisting of U = 3 users
and S = 2 channels. We assume P; = 0.6 W and, for il-
lustrative purposes, we assume that users, the BS and the
jammer are located along a 1-dimensional map. In Fig. 1(a)
we show how power control policies vary at each slot. Dot-
ted lines show the lowest transmission power that triggers
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Figure 1: a) Learning process on a single channel;
b) Expected rate of the system as a function of P;
for different values of P;.

the jammer. Finally, the impact of the triggering threshold
on the achievable rate is shown in Fig. 1(b). Our results
show that larger values of Py, allow users to transmit with
a higher transmission power, which implies higher perfor-
mance. Instead, for small values of Py, the jammer can be
triggered even for low transmission power levels, thus caus-
ing performance losses. Furthermore, the achievable rate
decreases as Py increases as well.

5. CONCLUSIONS

In this paper, we focused on the problem of network per-
formance maximization problem under reactive jamming at-
tacks. We considered the worst-case scenario where no in-
formation about the jammer is available. Accordingly, we
formulated the problem as a joint power control and schedul-
ing problem with minimum QoS guarantee, which turns out
to be a NP-hard MINLP. However, we proposed both dy-
namic programming and exponential learning techniques to
decompose the problem and solve it. Numerical results show
the impact of the jammer on the achievable performance
of the network and how learning is effectively exploited to
adapt to the jammer’s behavior and improve network per-
formance. In our future work, we will focus on the design of
sub-optimal low-complexity approximation algorithms with
provable performance bounds.
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